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1. RISK MANAGEMENT IN THE CUSTOMS CONTEXT

Changing operating environment

Customs administrations around the world are 
responsible for implementing a broad range 

of government policies in areas as diverse as 
revenue collection, trade and traveller compli-
ance, protection of society, cultural heritage, 
intellectual property, collection of statistics and 
environmental protection. Some of these respon-
sibilities are often carried out on behalf of other 
government ministries and agencies, through 
the implementation of a diverse range of agreed 
control regimes, with Customs having responsi-
bility for the administration and enforcement of 
relevant regulatory requirements at the point of 
importation and exportation.1 

In addition to their overarching responsibility to 
maintain control over the cross-border move-
ment of goods, people and conveyances, Customs 
administrations also have a mandate to provide 
an appropriate level of facilitation to trade and 
travel, and consequently need to maintain regula-
tory control in a way that reduces the impact of 
interventionist strategies as much as possible. 
This implies keeping the amount of interven-
tion to the minimum necessary to achieve a 
policy outcome and also ensuring that regulatory 
requirements (red tape) are not unduly onerous or 
overly prescriptive.2 

Sometimes the pursuit of achieving a balance 
between intervention and facilitation has been 
seen as a “zero-sum” game where an increase 
in one would necessarily imply a decrease in the 
other. This is untrue and it is important to under-
stand that control and facilitation are not mutually 
exclusive goals. On the contrary they are mutually 
reinforcing objectives and it is possible to achieve 
optimal levels of both. 

In addition to the widening objectives of Customs, 
what has changed, and changed dramatically, is 
the trading environment – the manner in which 
goods are carried and traded, the speed of such 

transactions and the sheer volume of goods 
that are traded around the globe. In the past few 
decades there have been a number of significant 
changes in global trading practices, and Customs 
administrations around the world have been 
required to continually adapt their methods of 
operation in an effort to maintain their effective-
ness and relevance. For example the emergence 
of wide-bodied aircraft, shipping containers and 
e-commerce, and the increasing complexities of 
international trade agreements, have all impacted 
on the way in which Customs fulfills their respon-
sibilities, and Customs administrations worldwide 
have seen a dramatic increase in workload across 
all areas of activity.3  

The introduction of risk management techniques 
within Customs often comes as a result of the 
acknowledgement that due to increasing cross-
border flows and changing government priorities, 
the administration is unable to continue to deliver 
its business operations in the same manner as 
previously. The realization and acknowledgement 
that business as usual is no longer sustainable 
generally means the administration will need to 
make a fundamental reassessment of its mission, 
roles and methods of operation. This often leads 
administrations to recognize that they can no 
longer interact in a physical manner with 100% of 
cross-border flows and need to move from tradi-
tional gate-keeper style controls towards a risk-
based operating model. 

To address this challenge most administrations 
have implemented risk selectivity and targeting4. 
However it is well recognized that a modern 
risk management strategy, while continuing 
to embrace these techniques, must go beyond 
selection and targeting and introduce new ways 
of working. This will increasingly lead administra-
tions to adopt a holistic, risk-based compliance 
management approach allowing Customs to allo-
cate its resources more effectively and efficiently 
on behalf of the government. 

1. Widdowson (2006), p. 2.
2. Widdowson and Holloway (2010), p. 98.
3. Widdowson (2006). p. 2 – 3.
4. Selectivity and targeting will be addressed in Volume 2 of the Compendium.
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Compliance management approach

Modern risk-based compliance management 
builds on several key foundations. These can be 
broadly grouped into four main categories – a coun-
try’s legislative framework, and the administrative, 
risk management and technological frameworks 
adopted by Customs administrations. Collectively 
these four categories represent the key determi-
nants of the manner in which cross-border flows 
may be expedited and the way Customs control 
may be exercised over such flows.5

Risk-based compliance management starts with 
robust legislation that incorporates areas such as 
acknowledgement of the respective responsibili-
ties of government and industry, includes regu-
lations for electronic communication, provides 
sanctions for non-compliance and provisions to 
break the nexus between physical movements 
and processing, reporting and revenue liability, 
and, finally, allows for flexible and tailored busi-
ness solutions. 

This approach also requires administrative 
arrangements that include initiatives such as the 
introduction of a client service approach, educa-
tion and awareness raising, technical assistance 
and advice, consultation and cooperation, the 
publishing of formal rulings, and formal appeal 
mechanisms. 

The adoption of a risk management framework 
introduces risk-based decision making and 
procedures into the organization that enable a 
balance between control, facilitation and supply 
chain security to be maintained. The introduction 
of risk-based procedures includes activities such 
as those associated with the early and accurate 
lodgement of information for risk assessment, 
intervention as early as possible in the supply 
chain for high-risk transactions, self-assessment 
and post-entry verification for lower risk, and 
investigative capability where non-compliance or 
fraud is detected. 

The available technology represents an enabler 
that serves to significantly enhance an admin-
istration’s ability to adopt such an approach6. 

Automation enables vast amounts of information 
to be processed  in practically no time;  it allows 
the effective and efficient screening of information 
against predetermined risk criteria, and assists 
with the making of decisions on both high and 
low risks. In the same way, modern non-intrusive 
inspection technologies, when used on the basis 
of risk assessment, can lead to more effective 
inspection activity and reduced delays. 

All the above is consistent with the standards and 
guidelines of the Revised Kyoto Convention, the 
SAFE Framework of Standards and the Customs 
in the 21st Century strategy, which together provide 
the key building blocks for modern Customs 
administration. 

According to the Customs in the 21st Century 
strategy, the expanding responsibilities facing 
Customs require a more sophisticated under-
standing of the risk continuum and how scarce 
resources can be better targeted towards the 
higher end. Therefore, it is useful to think of the 
risk continuum as a method to achieve client 
segmentation by risk categorization. Conceptually, 
Customs clients can be divided into four broad-
based categories: 

1. those who are voluntarily compliant; 

2. those that try to be compliant but do not neces-
sarily always succeed in their endeavours; 

3. those who will avoid complying if possible; and 

4. those that deliberately do not comply. 

An effective risk-based compliance management 
strategy acknowledges that the client categories 
outlined require different responses. Incentives 
and simplified procedures should be applied to 
those who are voluntarily compliant (low risk), 
assisted compliance to those who try to be 
compliant but do not necessarily always succeed, 
directed compliance to those who try to avoid 
following the letter of law, and enforced compli-
ance to those who are deliberately non-compliant 
(high risk). 

The key in relation to risk-based compliance 
management is to actively “steer” the client popu-
lation towards the low-risk category. This can be 

5. Widdowson (2005), p. 93 – 94. 
6. Widdowson (2005), p. 94. 
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achieved both by providing incentives for traders 
and travellers to comply, and by operating a cred-
ible enforcement regime which effectively and 
efficiently detects and punishes non-compliance. 
Affecting client behaviour and actively steering the 
population towards low risk will allow Customs to 
concentrate its control resources on high risks. 
Diagram 1 illustrates an example of a compliance 
management model. 

In the Customs context, control and risk manage-
ment of goods, conveyances or people commences 
at the export or departure point and continues with 
ongoing verification actions at the point of import 
or arrival and, in post-control audit circumstances, 
beyond. The term multi-layered is used to encap-
sulate the entire decision-making and other activ-
ities that may be carried out by Customs along 
this supply chain continuum.  A modern compli-
ance management approach recognizes that risk 
mitigation strategies can and should be applied 

throughout the supply chain. It also recognizes 
that a combination of multiple measures often 
leads to better results and more effective use of 
resources. Where appropriate legal, technolog-
ical and operational arrangements are in place, 
a multi-layered approach can also facilitate risk 
identification, response coordination and collabo-
ration across and between governments. 

At the operational level, a modern risk-based 
compliance management approach is increas-
ingly enabled by intelligence support. Intelligence 
enabled risk management brings together infor-
mation and knowledge learned by Customs with 
a systematic approach for identifying and treating 
risks of greatest consequence. This is a critical 
process, as high risks identified through the risk 
management process will often be greater in 
number than Customs’ resources and ability to 
respond. This is the point where intelligence hold-
ings inform decision makers of a recommended 

Diagram 1. Compliance management model 

 LOW RISK LEVEL HIGHT

Client Categories VoIuntary compliance
People who want to comply

Assisted compliance
People who try to comply, 
but don't always succeed

Directed compliance
People who will 
avoid complying if 
they can

Enforced compliance
People who deliberately do 
not comply

Client Behaviours •VoIuntary compliance
•Informed clients

•  Attempting to comply
• Uninformed clients  

•  Resistance to 
compliance

•  Will avoid if  
possible

• Criminal intent
• Illegal activity

Customs' Competencies Interventions

Information
High quality,timely, and
accurate information about 
the arrivaland departure of
all persons, goods and craft

•  Advanced cargo/passenger/
craft information (in and out).

•   Monitoring of physical 
movement of all people, 
goods and craft across (in and 
out) the border

Patterns of non-
compliance by:
•  Industry, product, 

location, ethnicity, 
destination or port of 
origin

•  Type of non compliance 
(e.g., incorrect 
documentation)

•  Profile of individual 
non-compliant 
traders/travellers

•  Identification 
of specific 
compliance 
problem (e.g., bad 
systems, poor data 
entry etc)

•  Profile and ongoing 
intelligence (on 
and offshore) about 
offenders/potential 
offenders and their 
associates

Assessment
Assessment of the level of 
risk posed by arriving and 
departing people, goods 
and craft

•   FrontLine Pax/Goods staff 
intuition 

•   Intelligence profiles
•   Statistically valid random 

checks

•  Complie information 
on client behaviours

•  Identify and monitor 
compliance trends/
patterns

•  Problem solving 
approach 
to specific 
compliance 
problems

•  Investigation

•  Assess risk and 
information needs in 
relation to seriousness of 
offence

• Investigation

Action
Actions required to mitigate
identified risk(s) without 
unduly disrupting 
legitimate trade and travel

•  Compliance programmes 
(e.g., FrontLine, Call Centre)

•  Education and advice
•  Visible deterrence
•  Cargo and baggage screening

•  Targeted compliance 
guidance

•  Punitive sanctions
•  Rolling audit 

programme
•  Increased attention

•  Deter by detection 
and surveillance

•  Comprehensive 
audits

• Prosecution

•   Pre and post clearance 
interventions

•  Comprehensive audits
•  Passenger/cargo 

searches
•  Prosecution

 Direction that Customs wants to move travellers and traders

Increasing levels of intervention by Customs
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priority order for intervention and assist decisions 
about where Customs resources should be mobi-
lized and deployed. 

The WCO Global Information and Intelligence 
Strategy (GIIS) contained in Volume 2 sets out 
what intelligence is, how it is derived, for whom it 

is being produced, and why it is needed. GIIS also 
sets out the intelligence cycle and fundamental 
principles and processes that underpin all intel-
ligence activity. Customs practitioners should 
be guided by the GIIS when developing their risk 
management approach.
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2.  DEVELOPING AN ORGANIZATIONAL FRAMEWORK  
FOR MANAGING RISK

Overview

A risk-based compliance management approach  
demands a more holistic approach to risk 

management, spanning everyone from the Director 
General to the front line. It is no longer sufficient 
to manage risk at the individual activity level or 
in functional silos. A holistic approach to risk 
management requires an ongoing assessment 
of potential risks for an administration at every 
level, and then aggregation of the results at the 
organizational level to facilitate priority setting 
and improved decision making. The identification, 
assessment and management of risk across an 
organization helps reveal the importance of the 
whole, the sum of the risks and the interdepend-
ence of the parts. 

Holistic management of risk requires a solid and 
robust organizational risk management frame-
work empowering officers at all levels of the 
administration to make risk-based decisions in 
a structured and systematic manner. The frame-
work allows risk management activities to be 
aligned with an administration’s overall objec-
tives, corporate focus, strategic direction, oper-
ating practices and internal culture. In order to 
ensure risk management is a consideration in 
priority setting and resource allocation, it needs to 
be integrated into existing governance and deci-
sion-making structures at both operational and 
strategic levels. When this is achieved, everyone 
in the administration becomes involved in the 
management of risk7.

There are various ways of going about establishing 
an organizational risk management framework. 
In general the framework consists of five key 
elements. These are mandate and commitment, 
the organizational risk governance arrange-
ments (designing the framework), implementing 
and practising risk management, monitoring 
and review, and, finally, continuous development. 
Diagram 2 illustrates these elements and their 
interlinkages. 

Diagram 2. Risk management framework 

Mandate
and 

commitment

Design
of framework
for managing

risk

Monitoring and
review of the
framework

Continual
improvement

of the 
framework

Implementing
risk

management

Source: ISO 31000:2009 Risk management – Principles and guidelines

Mandate and commitment

High-level mandate and commitment are crucial 
for effective risk management. Risk management 
will rarely be effective if it is not supported by the 
highest level of the organization. The Director 
General and the senior managers must set the 
policy, objectives and authorization to plan, deploy 
resources and make decisions based on risk 
management and risk assessment. 

To promote understanding of, and adherence to 
risk management, Customs leaders must:

• adopt a risk management policy that matches 
organizational strategy and objectives;

• clearly articulate and communicate the risk 
management policy and accountabilities;

• develop risk management indicators that 
complement the organization’s performance 
measurement; and

7. AS/NZS 4360/2004, Risk Management, p. v.
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• ensure the risk management policy continues 
to be valid.

When adopting risk management, there are some 
general guiding principles to which the approach 
at all levels of the administration should adhere. 
These include, but are not limited to, the following8:

• risk management must contribute to better 
achievement of organizational objectives. 
Management of risks should improve perfor-
mance in a demonstrable and measurable way;

• risk management practices are tailored and 
aligned with the administration’s external and 
internal context and role; 

• risk management should be embedded as an 
integral part of all organizational processes 
including strategic and business planning as well 
as all project and change management activities;

• risk management practices will assist deci-
sion makers to make informed choices, prior-
itize actions and distinguish among alternative 
courses of action to ensure risk treatments will be 
adequate and effective. It is not a magic formula 
that  will always give the right answers. Risk 
management is a way of working and thinking 
that will give better answers to better questions. 
Managing risk is about acknowledging the fact 
that when you manage risks there is always a 
risk that something negative may happen;

• risk management should be systematic, struc-
tured and timely. It needs to follow a prede-
termined methodology that contributes to 
efficient, consistent, comparable and reliable 
outcomes;

• risk management shall always be based on 
best available information derived from intelli-
gence and information sources such as histor-
ical data, experience, stakeholder feedback, 
observation, forecasts and expert judgment; 

• risk management shall be transparent and 
inclusive. It needs to take into account appro-
priate and timely involvement of all relevant 
stakeholders;

• risk management needs to be dynamic, itera-
tive and responsive to change. As external and 
internal events occur, context and knowledge 

change, the monitoring and review of risks 
take place, new risks emerge, some change, 
and others disappear; 

• risk management facilitates continual improve-
ment of the administration. Strategies and 
plans should be developed and implemented to 
improve risk management maturity alongside 
all other aspects of the organization;  and

• risk management should take human and 
cultural factors into account, recognizing the 
capabilities, perceptions and intentions of 
external and internal people that can facilitate or 
hinder achievement of an administration’s goals. 

Senior managers play a crucial role in ensuring 
that an administration’s organizational culture 
is aligned with the risk management policy and 
the principles outlined. Effective and efficient risk 
management practices can be fully materialized 
only when management of risks is embedded in 
the way “we do business around here”. Senior 
managers should make clear to staff that they 
are expected to follow the risk management 
policy. Perceived norms and values are impor-
tant in influencing a risk-sensitive and responsive 
culture, and senior leaders can influence organi-
zational culture by shaping and moulding the 
values, basic assumptions and beliefs shared by 
the administration’s personnel. 

Once introduced, risk management requires 
sustained commitment to the policy and plans. 
The benefits of risk management are often mate-
rialized in the medium to long-term. Therefore, it 
is important that the same level of commitment be 
maintained over time. Sustained commitment can 
be maintained through continuously reinforcing 
high levels of awareness and reminding employees 
about the importance of managing risk. 

Design of framework for managing risk

Understanding the organization and its context

A clear understanding of the operating environ-
ment is an important step in developing the organ-
izational risk management framework. Through 
an environmental scan, an administration can 

8. ISO 31000: 2009 Risk management – Principles and guidelines. p. 7 – 8.
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identify various external and internal factors and 
risks that influence the way it may achieve its 
objectives. External factors to be considered may 
include various political, economic, social and 
technological considerations. When outlining the 
internal risk management context, thought should 
be given to: the overall management framework; 
existing governance and accountability structures; 
stakeholders; values and ethics; operational work 
environment; individual and organizational risk 
management culture and tolerances; existing risk 
management expertise and practices; types of 
information flows and systems used; and local and 
organizational policies, procedures and processes. 

A thorough environmental scan increases an 
administration’s awareness of the key character-
istics and attributes of the risks it faces, including 
the type and source of risk, what is at risk, and 
the level of ability to control the risk. The scan will 
assist the administration to establish a strategic 
direction for managing risk and reinforce existing 
management practices supporting the attainment 
of overall management excellence.      

In many administrations, existing management 
practices and processes include elements of 
risk management. Before starting to develop the 
framework, the administration should critically 
review and assess those elements that are already 
in place. In assessing internal risk management 
capacity, it is important to review the mandate, 
the governance and decision-making structures, 
the planning processes, the infrastructure, and 
human and financial resources. The review should 
deliver a structured appreciation of:9

• the maturity10, characteristics and effective-
ness of existing business and risk manage-
ment culture and systems;

• the degree of integration and consistency of 
risk management across the administration 
and across different types of risk;

• the processes and systems that should be 
modified or extended;

• constraints that might limit the introduction of 
systematic risk management; and

• resource constraints.

As part of understanding the organization and 
its context for managing risk, it is important to 
consider the concept of risk tolerance. The envi-
ronmental scan will identify stakeholders affected 
by the organization’s decisions and actions, and 
their degree of comfort with various levels of risk. 
Understanding the current state of risk toler-
ance of the government, other agencies, citi-
zens, parliamentarians, interest groups, etc., will 
assist in making decisions on what risks must be 
managed, how, and to what extent.  

Risk management policy

Each Customs administration will need to estab-
lish its unique risk management policy, which will 
take into account its strategic goals and objec-
tives with commensurate plans. The risk manage-
ment policy statement should clearly outline the 
administration’s overall intentions and direction 
regarding risk management. Together, the risk 
management policy and an organizational risk 
management plan which specifies the approach, 
management components and resources to be 
applied to the management of risk, should include 
at least the following elements: 

• linking organizational goals and objectives 
with risks;

• rationale and commitment for managing risks 
(risk strategy);

• linking risk management to strategic and busi-
ness planning processes;

• level and nature of risk that is acceptable (risk 
appetite/tolerance);

• risk management organization and arrange-
ments;

• information on risk identification and evalua-
tion techniques;

• list of documentation for analyzing and 
reporting risk;

• risk mitigation requirements and control 
mechanisms;

• specific accountabilities and responsibilities 
for managing risk (i.e. risk owners);

  9. AS/NZS 4360:2004, Risk management, p. 25. 
10. Risk management maturity will be further discussed in Chapter 4.
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• criteria for measuring risk management 
performance;

• assigning dedicated resources to managing 
the implementation of risk management;

• internal and external communication and 
reporting plans and systems; and

• the timeframe for periodic review of the risk 
management policy and associated plans.

An effective risk management policy will contrib-
ute to:

• a sustained and transparent risk management 
environment;

• an environment where all employees take 
responsibility for managing risk and make 
decisions based on sound risk assessment;

• effective and efficient resource deployment;

• a continuous monitoring and evaluation 
culture that leads to better operational capa-
bility; and

• assurance that the organization can respond 
or recover quickly and effectively when risks 
are realized.

Accountability for managing risk 

An administration needs to make sure that clearly 
defined responsibilities, authority and compe-
tence for managing risk exist. Allocating respon-
sibility and authority to deal with risks is a key 
aspect of embedding risk management into an 
organizational culture. 

Defining accountabilities includes identifying and 
allocating accountability at the organizational 
level for the development, implementation and 
maintenance of the risk management framework 
as well as defining risk owners for different key 
risks across the organization.  

When considering risk ownership in general, in 
principle everyone in an administration is respon-
sible for identifying and managing risks. When 
considering the formal roles in an organization, 
the following responsibilities can be defined: 

The Director General or organizational head 
and senior management team have overall 
accountability for the risk management policy 
and practices of the organization. They are 
expected to provide leadership and support 
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for risk management, ensuring at the same 
time that the organization meets stakeholder 
expectations and requirements. 

Senior managers “own” the risks specific to 
their individual areas and are accountable for 
individual business unit risk management. 
Senior managers provide leadership and 
support to enable risk management objec-
tives and principles in their business units. 
They also make sure that priority areas of 
their business are resourced according to 
organizational priorities, and that risk identi-
fication, assessment and treatment plans are 
incorporated in objective-setting and plan-
ning processes. Senior managers are also 
responsible for making sure that sufficient 
intelligence capability to effectively assess 
both strategic and operational risks is main-
tained, and that managers and staff have the 
tools to manage risks. 

Managers are accountable for managing 
risks in their respective areas of responsi-
bility. They must guarantee that priority areas 
within their span of control are resourced, 
and that operational systems and proce-
dures are efficient and operating effectively. 
Managers and staff are expected to record 
key risks and develop a risk picture within 
their areas, by identifying and documenting 
assessment and treatment details to provide 
an audit trail. They must also guarantee that 
reporting systems are contributed to and 
ensure risk documentation is relevant and 
up-to-date. Managers also have to ensure 
that staff are continuously trained, guided 
and supported and have the tools to manage 
risks arising in their area of business. 

Front-line staff are largely responsible for 
intervention. Therefore, all staff are expected 
to know and understand the legislation, 
delegated authorities and powers they have. 
They are also expected to follow instructions, 
policies and procedures and to identify risks 
and opportunities in their area of activity, 
including assessing the likely consequences 
and taking appropriate actions to mitigate 
risks. The feedback from staff and front-line 
interventions is a critical aspect of keeping 

the risk management framework continu-
ally up-to-date with the operating and risk 
environment.  

Depending on organizational structures and 
arrangements, there may be some specific enti-
ties that have collective risk management respon-
sibilities. These may include a risk management 
committee, a central risk management unit, and/
or a risk assessment/targeting centre. 

A risk management committee is generally estab-
lished and responsible for ensuring oversight and 
reporting to the senior management team and 
the Director General. The committee reports 
on whether the risk management framework is 
effective and is being followed by the organization 
in accordance with its policy. Typically, the func-
tions of the risk management committee should 
include:

• preparation and advice on risk appetite, toler-
ance and strategy for the senior management 
team and the Director General;

• review of risk management reports for high-
level risks, in particular those strategic risks 
which inform long-term decision making;

• analysis of the risk management process and 
its effectiveness; and

• review of organizational internal controls and 
their effectiveness.

Depending on the level of risk management 
maturity, some administrations are reorganizing 
business unit arrangements associated with 
risk assessment and/or intelligence activities. 
A central risk management unit and/or a risk 
assessment/targeting centre is often responsible 
for information collation and analysis, and for the 
assessment of raw information. The resulting 
evaluation in an operational context provides risk 
indicators and profiles for goods, people, means 
of transport and economic operators. The func-
tions of risk assessment/targeting centres are 
further explored in Annex 4.

Resources

It is important to ensure that sufficient resources 
are allocated to the management of risk. 
Administrations should analyze what kinds of 
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people, skills, experience and competencies are 
required for staffing risk management related func-
tions. Managers and staff should be provided with 
adequate training to ensure they are competent in 
all aspects of risk management.  Automation is an 
increasingly important component of the collec-
tion, collation and analysis of data and information. 
Administrations need to evaluate their ICT capa-
bility and ensure that appropriate tools are available 
to conduct appropriate risk assessment, in order to 
provide the organization at all levels with good risk 
management products that identify organizational 
risks and recommend necessary treatments.    

Integrating risk management  
into organizational processes  

Effective risk management cannot be practised in 
isolation, but needs to be built into existing deci-
sion-making structures and processes. As risk 
management is an essential component of good 
management, integrating it into existing strategic 
management and operational processes will 
ensure that risk management is an integral part 
of the day-to-day activities of the administration. 

While each administration will find its own way to 
integrate risk management into existing decision-
making structures, the following are some of the 
factors that may be considered: 

• aligning risk management with objectives at all 
levels of the organization;

• introducing risk management into existing 
strategic planning and operational processes;

• communicating organizational directives on 
acceptable levels of risk; and

• improving control and accountability systems 
and processes to take into account risk 
management and its results.

The integration of risk management into decision 
making is supported by an organizational philos-
ophy and culture that encourages the manage-
ment of risk. This can be achieved in numerous 
ways, such as: 

• seeking excellence in management practices, 
including risk management;

• encouraging managers and staff to develop 
skills in risk management;

• including risk management as part of perfor-
mance measurement at all levels of the 
organization;

• introducing incentives and rewards;
• recruiting risk management expertise and 

capability; and  
• encouraging innovation, while providing guid-

ance and support in situations where some-
thing goes wrong.
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Communication and reporting

Good communication is an essential part of good 
risk management. Effective and efficient commu-
nication includes both internal and external 
aspects. Internal communication lines and 
reporting mechanisms support and encourage 
accountability and ownership of risk and enable 
risk related information to flow within the 
organization. Good internal communication and 
reporting should ensure that: 

• all staff know and understand what risk 
management is, and what their role in the 
process is; 

• modifications to the risk governance arrange-
ments and framework are communicated to 
everyone;

• outcomes of risk management are properly 
communicated;

• relevant information on risk management 
practices is available at appropriate levels in a 
timely manner; and 

• internal consultation and feedback mecha-
nisms exist between different levels and func-
tions of the organization (field operations, risk 
analysts, investigators, regional staff, post-
clearance auditors, etc.).

External communication and reporting mecha-
nisms should be established to inform external 
audiences about the risk management strategy 
and to engage them in the process. Good external 
communication and reporting should include the 
following aspects: 

• how to involve and engage appropriate external 
stakeholders and give effect to their expecta-
tions and requirements, and how they are 
taken into account in the approach;

• how to ensure that external risk reporting will 
comply with national legal, regulatory and 
governance requirements;

• how to use communication to build confidence 
in the organization in order to support its risk 
management approach, including the reporting 
of results; and

• how to communicate with relevant stake-
holders in the event of crisis or contingency. 

Implementing risk management

When implementing the framework, it is important 
to have a thorough plan and implementation strategy 
in place. This plan should describe the implementa-
tion of the organizational arrangements and define 
the timing and strategy for this.  Implementation of 
the framework includes applying the risk manage-
ment policy to organizational activities.

Adopting a common, continuous and systematic 
risk management process provides a standard 
methodology for implementing risk management 
in practice. The process is a cyclic methodology 
with well-defined steps that support better deci-
sion making by providing insight into risks and 
their impact, outlining a common foundation for 
management decisions regarding the allocation 
of resources and prioritizing treatment actions. It 
is important that the risk management process 
be applied at all levels of the administration. The 
steps of the process are described in Diagram 3.

Diagram 3. Risk management process

1. Establishing the context 

2.2. Risk Analysis

2.3. Risk evaluation & 
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 2. Risk Assessment

Likelihood Consequence

2.1. Risk identification

Source: adapted from Revised Kyoto Convention General Annex 
Guideline 6 and ISO Standard 31000:2009 Risk management – Principles 
and guidelines  

Establishing the context

Any effort to manage risk must begin by first 
establishing what needs to be managed. This 
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stage defines the context in which risk manage-
ment will take place, and aims at clearly artic-
ulating and clarifying the objectives and what 
risks are being examined11. Determining what 
needs to be managed helps set the parameters 
for the rest of the risk management process. 
The following questions can be used to estab-
lish context, outlining both the internal and the 
external aspects:

• What are the objectives in the context where 
the risk management process takes place?

• What is the operating environment? 

• What capabilities and resources are available 
for managing risk?

• What criteria are used to assess risks and to 
determine if additional control is needed?

• What are the scope and limits of risk manage-
ment? 

• What are the expectations of stakeholders such 
as the government, affected communities, 
traders and other private sector groups? and

• What other details are known about the process 
or activity?

An outcome of this phase should be a statement 
of the environmental operating context which 
includes a clear indication of the objectives 
(“risk to what”) and the risk areas, and defines 
the criteria and parameters for the risk assess-
ment phase. 

Risk identification

Risks cannot be analyzed or managed until they 
are identified and described in an understandable 
way. The risk identification phase identifies and 
records all potential risks by using a systematic 
process to identify what risks could arise, why, 
and how, thus forming the basis for further anal-
ysis. Some of the questions asked in this phase 
could include: 

• What are the sources of risk?

• What risks could occur, why, and how?

• What controls may detect or prevent risks?

• What accountability mechanisms and 
controls—internal and external—are in place?

• What, and how much, research is needed about 
specific risks? 

• How reliable is the information?

Risk identification activities at various levels of 
the organization must be closely linked to each 
other. Once an administration’s strategic risks 
have been identified they are handed down to 
managers, who then further refine the broad stra-
tegic risks and determine priority areas for action 
within their areas of influence. Once these deci-
sions have been taken and priorities assigned, 
operational line management can begin the 
process of identifying specific cases from within 
their areas of influence for further action. At each 
step in the process, the extent of the risk being 
managed is progressively reduced and the risk 
is managed at an appropriate level within the 
organization.

The outcome of the risk identification process is a 
register of risks, which documents the risks and 
ensures that the entire risk spectrum is consid-
ered. There are many different ways to construct 
a risk register. Annex 1 outlines examples of risk 
register templates.

Example 

In a hypothetical example the Director General 
of Country X Customs service calls the heads of 
his administration’s four organizational divisions 
(Head of Revenue Collection and International 
Trade Head of Community Protection and Security 
Head of Operations and Head of Administration) 
and their deputies to a risk management work-
shop. The aim of the workshop is to conduct a 
strategic review and identify risks that may prevent 
the service from achieving its goals. The main 
objectives of the organization relate to revenue 
collection ensuring community protection and 
security and ensuring compliance with the laws 
and regulations administered by Customs in a 
way that guarantees facilitation of trade. 

Prior to the meeting the Heads of the three opera-
tional divisions were required to circulate relevant 

11. The context can be, for example, the whole organization, one of its key functions, a process, a project, a specific location, a group of border 
transactions, etc.
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reports from their divisions. Thus the Head of 
Operations was tasked with circulating a summary  
report of seizures investigations and court cases. 
The Head of Revenue Collection and International 
Trade provided an update on AEO applications and 
compliance as well as trade statistics. The Head 
of Community Protection & Security provided a 
report on examinations and on statistics reported 
by other border control agencies and the police. 
The Intelligence Unit assisted with the prepa-
ration of all summary reports by the Head of 
Administration.

After setting the parameters and context for the 
process the group uses historical data and aware-
ness of the various programmes to identify the 
major organizational risks utilizing brainstorming 
techniques.

The major risks are divided into “Risk Areas” and the 
key risks under each area are identified as follows: 

  Objective Risks

1 Effective  
and efficient 
collection of 
revenue 

1.1 Fraud

1.2 Lack of staff competence

1.3 Integrity

2 Community 
protection and 
security

2.1 Narcotics

2.2 WMDs

2.3 IPR

3 Trade  
facilitation 

3.1 Ineffective procedures

3.2 Lack of coordination with 
other agencies

3.3 IT Failure

Risk analysis

Risk analysis is principally about quantifying 
risk, and requires consideration of the sources of 
identified risks, an assessment of their potential 

consequences in terms of achieving objec-
tives, and judgment as to the likelihood that the 
consequences will occur (in the absence of any 
specific treatment with the existing controls in 
place). It relies upon the use of data and infor-
mation to substantiate the consequences that 
are likely to be incurred if the risk occurs and/
or remains unaddressed. Even though risk 
analysis should be evidence-based to the extent 
possible, it needs to be remembered that it 
is not an exact science. Knowledge about the 
business environment, expert judgment and 
common sense should never be overlooked when  
analyzing risks. 

In short, the analysis considers:

• how likely is an event to happen; and

• what are the potential consequences and their 
magnitude.

Combining these elements produces an estimated 
level of risk. Risk estimation can be quantitative or 
qualitative, or a combination of the two. 

Based on tolerance judgments using a 3x3 matrix 
(high, medium, low), Diagram 4 suggests possible 
descriptions and indicators for estimating the 
likelihood of a risk occurring.

Based on tolerance judgments using a 3x3 matrix 
(high, medium, low), Diagram 5 suggests possible 
descriptions and indicators for estimating the 
consequences of a risk occurring. 

Repeating this exercise on a regular basis 
(annually in the organizational and business 
unit context) is required, and normally results 
in changes to the estimated level of risk. These 
changes occur because of the treatments and 
preventative measures put in place. For example, 

Diagram 4. Example description and indicators for determining likelihood

Likelihood Description Indicators

High (Probable) Likely to occur or more than a 20% chance  
of occurring

Has occurred in the last 12 months

Medium (Possible) Could occur, but less than 20% chance  
of occurring

Has occurred between 1 year and 3 years ago
Has occurred in another  country within the 
last 2 years

Low (Remote) Not likely to occur and less than 5% chance  
of occurring

Has not occurred in the last 3 years or more
Has not occurred in another Member country 
in the last 2 years
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the amendment of ambiguous legislation would 
leave less room for interpretation and there-
fore decrease the likelihood of an adverse event 
occurring. This in turn would lead to a lower risk 
level compared to the time before the preventa-
tive measure was implemented, etc.

Example

In the context of the previous example, Workshop 
participants analyze (using a suitable technique, 
see Annex 1) each of the individual risks under 
the risk categories in terms of their likelihood 
and consequence, using a high (H), medium (M), 
and low (L) scale. They jointly come up with the 
following ratings: 

  Objective Risks Likeli-
hood

Conse-
quence

1
 
 

Effective 
and efficient 
collection of 
revenue 

1.1 Fraud H H

1.2 Lack of staff 
competence

L M

1.3 Integrity L L

2
 
 

Community 
protection 
and security

2.1 Narcotics H M

2.2 WMDs L H

2.3 IPR M L

3
 
 

Trade facili-
tation 

3.1 Ineffective 
procedures

L H

3.2 Lack of 
coordination with 
other agencies

H H

3.3 IT failure L H

Risk evaluation and prioritization

This step entails comparing the assessed risks 
against a pre-determined significance criterion. 
By considering the risk level of each of the risks 
as described by the relevant management team 
in the matrix, it is possible to evaluate and prior-
itize the key risks that need to be analyzed in more 
detail. This will then lead to the deployment of 
proportionate resources in order to prepare for, 
prevent or respond to the risk.

For illustrative purposes, Diagram 6 represents 
an example of a simple 3x3 risk significance 
matrix12. 

The evaluation enables Customs to better under-
stand the risks. The process consists of deciding 

Diagram 5. Example description and indicators for determining significance of consequences

Consequence / Impact Description Indicators

High (Serious) If adverse risk occurs then there could  
be a severe community, economic or political 
crisis

Long-term ramifications for government  
or organization 

Medium (Manageable) An adverse risk occurring would obstruct 
workflows and harm community or business

Damage to ability to meet organizational 
goals and commitments to government,  
community and business

Low (Treatment within
existing workflows)

An adverse risk would cause minor delays to 
service delivery 

Adverse risk event can be absorbed  
within existing standard operating  
procedures

12. Some Members may decide that there is a need for more detailed tolerance estimation beyond “high, medium or low”. There are examples 
in the Capacity Building Compendium of a 4x4 matrix and a 5x5 matrix. In the case of a 5x5 matrix the tolerances may be expressed as minor, 
acceptable, tolerable, major and unacceptable. Another method of expressing risks is to use ‘traffic-lights’, i.e. red for high, amber for medium 
and green for low. An IT based system may apply a numeric value, such as a range from 1 to 100.

Diagram 6. An example of a Risk Significance 
Matrix (3x3)

Medium High High

HighLow Medium

Low Low Medium

LikelihoodLow High

Low

High

Consequence
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whether the risk is tolerable (acceptable), and 
assists in determining how imminently the risk 
event may occur. Decisions about which risks to 
respond to and which to monitor will potentially 
be impacted by many different issues, including:

• internal capability;

• internal capacity;

• is there an effective capability to implement the 
treatment;

• risk rating/level;

• return of treatment;

• effects to reputation; and

• the cost/benefits of proposed treatments (this 
is a feedback loop from the next step).

These issues form the basis on which the effec-
tiveness of treatment strategies will ultimately be 
evaluated. Note that in the example at Diagram 6 
it may be necessary to group a tolerability result 
and add specific response criteria for different 
categories. 

Diagram 7. An example of a Risk Significance 
Matrix with response criteria

LikelihoodLow High

Low

High

Consequence

Considerable 
management 

required

Must manage 
and monitor 

risks

Management 
effort 

worthwhile

Extensive 
management 

required

Management 
effort 

required

Risk may 
be worth 

accepting with 
monitoring

Accept
risks

Manage and 
monitor risks

Accept, 
but monitor 

risks

The outcome of the risk evaluation and prior-
itization process should be a risk register that 
has been quantified and prioritized according to 
the risk level, linking risks with the risk owners 
responsible for their mitigation and monitoring. 

Example

This stage would see the Workshop partici-
pants evaluating and prioritizing the identified 
and analyzed risks for response. The process is 
recorded in a prioritized risk register which links 
the risks to the respective risk owners. The register 

would form part of the organizational risk manage-
ment plan and serve as a guide for an administra-
tion’s risk management activities. The prioritized 
risk register would allow senior managers to 
convene meetings with their relevant managers 
and supervisors to consider control strategies.  

  Objective Risks Likeli-
hood

Conse-
quence

Signifi-
cance

Risk Owner

1
 
 

Effective and efficient  
collection of revenue 

1.1 Fraud H H High Head of Operations

1.2 Lack of staff  
competence

M M Medium Head of Revenue Collection  
and International Trade

1.3 Integrity L L Low Head of Administration

2
 
 

Community protection 
and security

2.1 Narcotics H M High Head of Community Protection  
and Security

2.2 Illegal importation of 
weapons and ammunition

L M Low Head of Community Protection  
and Security

2.3 IPR M L Low Head of Community Protection  
and Security

3
 
 

Trade facilitation 3.1 Ineffective procedures L H Medium Head of Revenue Collection  
and International Trade

3.2 Lack of coordination 
with other agencies

H H High Head of Operations

3.3 IT failure L H Medium Head of Administration
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Risk treatment

Risk treatment refers to the decisions or actions 
taken in response to identified risk. There are four 
generic types of responses that can be applied. 
These are the so-called “four t’s”:

• tolerate; 

• treat;

• transfer; or

• terminate.

Tolerating risk would be acceptable in many 
instances, for example where resources are scarce 
or the risk is considered to be as well managed 
as possible with existing controls in place, or 
without expending too much in terms of money or 
resources to reduce the impact or consequence 
only marginally. Tolerating or accepting a risk does 
not mean that the risk would not be controlled 
and monitored. Monitoring is often done through 
standard operating procedures to see whether 
there are any changes to the level of risk13. 

Treating risks is often the most used option by 
Customs in terms of managing the risks it faces 
in its operations. This means reducing the like-
lihood or consequence of risks occurring by 
putting in place control measures and actions 
that are intended to modify the level of risk to 
fit the organizational tolerance. Depending on 
the type of risk, there are often many available 

treatments including preventive, detective and 
enforcement measures. When deciding on treat-
ments, it is important to understand the causes of 
risks instead of concentrating only on the symp-
toms. A better understanding of the risks and 
the causes behind them enables more informed 
decisions to be made about the best treatment 
strategy or mix of strategies to mitigate them. 

Risk transfer means transferring a risk to a third 
party for mitigation. Risks can be transferred inter-
nally or externally. For example within a Customs 
administration, a risk could be transferred from 
Operations to IT or from human resources to 
operations, etc. External transfer of risks may 
occur in operational and non-operational environ-
ments and even at strategic levels. Operationally, 
risks may be transferred to another law enforce-
ment agency, or to a sub-contractor – where sub-
contractors are involved the risk transfer often 
entails having a legal contract or agreement in 
place for the work. It is important to remember 
that transferring risk does not necessarily mean 
transferring responsibility. In the first example 
above, if the risk is realized the senior manager 
in operations may still be held responsible for the 
risk even though IT are dealing with it.  

Termination means avoiding a risk by deciding to 
discontinue or no longer pursue an activity that 
may cause the risk to be realized. 

13. Sometimes risks which may have an extreme consequence, but have a very low probability may also be tolerated after proper contingency and 
business resumption planning is in place. This can be due to the fact that there may be no control measures for these types of risks. A risk of a 
natural disaster could qualify as an example of this type of  risk.

Example

Based on evaluation and prioritization, the risks 
would be further analyzed and seconded for 
response decisions. Once different response

options have been considered, the identified risk 
owners are responsible for creating more detailed 
treatment plans to mitigate the risks.

  Objective Risks Likeli-
hood

Conse-
quence

Signifi-
cance

Risk Owner Treatment

1
 
 

Effective 
and efficient 
collection of 
revenue 

1.1 Fraud H H High Head of Operations Treat: A thorough 
mitigation strategy and 
plan needed

1.2 Lack of staff 
competence

M M Medium Head of Revenue 
Collection and 
International Trade

Tolerate once additional 
training to the staff 
is provided. Monitor 
continuously.

1.3 Integrity L L Low Head of 
Administration

Tolerate: Monitor through 
SOPs
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Monitoring and review

Monitoring and review should include all aspects 
of the risk management process, including the 
performance of the risk management system, the 
changes that might affect it and whether the orig-
inal risks remain static. Some of the questions 
asked at this stage could include: 

• Are assumptions about risks still valid?

• Are there any new or emerging risks?

• Are treatments for minimizing risks effective 
and efficient?

• Are the treatments cost-effective?

• Are management and accounting controls 
adequate?

• Do the treatments comply with legal require-
ments and government and organizational 
policies?

• How can the system be improved?

To monitor and review the results and progress 
with the treatments implemented, a robust 
evaluation framework is needed, with criteria 
against which the outcomes are compared. The 

framework may include various measures aimed 
at outlining the direct and related results and 
effects of the chosen actions, enabling compar-
ison of the pre- and post-treatment results. 
Different compliance measurement14 activities 
such as campaigns, random checks or other 
types of statistically valid analysis methods or 
surveys can all be potential tools for measure-
ment in the operational context. 

Documentation, communication  
and consultation

Communication and consultation with internal 
and external stakeholders should be conducted 
as appropriate at each stage of the risk manage-
ment process, and for the process as a whole. 
Communication and consultation should be 
planned and ongoing activities addressing not just 
the process, but any issues that may arise. 

Good governance requires decision making that is 
accountable and transparent. To ensure account-
ability it is important that the documentation 
indicate why decisions were made and actions 
were taken. Therefore, risk management activi-
ties at all different stages of the process need to 

14. More detailed information on compliance measurement can be found in Annex 2.

  Objective Risks Likeli-
hood

Conse-
quence

Signifi-
cance

Risk Owner Treatment

2
 
 

Community 
protection and 
security

2.1 Narcotics H M High Head of Community 
Protection and 
Security

Treat: A thorough 
mitigation strategy and 
plan needed

2.2 Illegal 
importation of 
weapons and 
ammunition

L M Low Head of Community 
Protection and 
Security

Tolerate: Monitor 
continuously through SOPs. 

2.3 IPR M L Low Head of Community 
Protection and 
Security

Tolerate after raising 
awareness among public. 
Monitor through SOPs

3
 
 

Trade 
facilitation 

3.1 Ineffective 
procedures

L H Medium Head of Revenue 
Collection and 
International Trade

Tolerate after a thorough 
review and alignment 
against international best 
practices.

3.2 Lack of 
coordination 
with other 
agencies

H H High Head of Operations Treat: A thorough 
coordination and 
stakeholder engagement 
strategy and plan needed

3.3 IT failure L H Medium Head of 
Administration

Transfer to a third party 
service provider. Create a 
contingency plan. 
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be well recorded and stored in a way that enables 
their retrieval: 

• assumptions;

• methods used;

• data sources; 

• logic and analysis;

• results; and

• decisions made and the reasoning behind 
them.

Monitoring and review  
of the framework

The development of evaluation and reporting 
mechanisms provides feedback to manage-
ment and other interested parties in the admin-
istration and government-wide. Making sure that 
risk management activities are monitored and 
reviewed and that results are fed back to the policy 
level assists in ensuring that risk management 
remains effective in the long term. 

Some of the monitoring and review functions could 
fall to functional groups in the administration 
responsible for review and audit. Responsibility 
may also be assigned to managers and staff to 
ensure that information affecting risk is collected 
and effectively reported. Reporting could take 
place through regular management procedures 
and channels (performance reporting, ongoing 
monitoring, etc.) as part of the advisory func-
tions associated with risk management (e.g. risk 
management committee). 

Reporting facilitates learning and improved decision 
making by assessing both successes and failures, 
monitoring the use of resources, and disseminating 
information on best practices and lessons learned. 
When monitoring and reviewing the risk manage-
ment framework, attention should be paid to:

• risk management performance against identi-
fied indicators;

• continuing confidence in risk ratings and 
indicators;

• suitability of the accountabilities assigned to 
risk owners;

• reviewing the risk management framework, 
policy and plan against current contexts;

• reporting on treatment of risks and subse-
quent utilization of plans; 

• assessing the ongoing relevance of risk treat-
ments15; and

• communicating feedback throughout the 
organization and to external stakeholders, if 
appropriate, on progress, benefits and results 
of risk management.

Continual improvement  
of the framework

Continual learning is fundamental to more 
informed and proactive decision making. It contrib-
utes to better risk management, strengthens an 
administration’s capacity to manage risks and 
facilitates the integration of risk management into 
organizational structures and culture. Customs 
administrations should continually develop their 
risk management maturity (see Chapter 4) and 
ensure that information accumulated through 
risk mitigation activities and from the front line 
is utilized to keep the framework up-to-date. 
Based on the findings through the monitoring and 
review processes, decisions should be taken on 
how to improve the framework, risk management 
policy, and the strategic and operational level risk 
management plans. 

Summary

This chapter introduced the different components 
of an organizational risk management framework 
and outlined a common methodology and process 
for managing risk. Diagram 8 summarizes the 
aspects outlined in this chapter and illustrates 
the relationship between the components of the 
framework.    

15. This is important since if treatments are effective, they could well have an impact on the pattern of risk and become less important or even 
redundant. For example, if a risk treatment involves recruiting experienced auditors into the organization to combat a particular type of fraud, it 
can be expected that ongoing recruitment would not be necessary but an alternate method of maintaining competence levels (e.g. supplementary 
training or on-the-job mentoring for less experienced employees) may be more relevant.   
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Diagram 8. Risk management “architecture”
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FRAMEWORK

PRINCIPLES

•Contribute to the achievement of objectives and improve performance;
•Be tailored and aligned with the administration’s external and internal context and role;
•Be an integral part of all organizational processes;
•Be part of all the decision-making processes;
•Be systematic, structured and timely;
•Based on best available information;
•Be transparent and inclusive;
•Be dynamic, iterative and responsive to change;
•Facilitate continual improvement; and
•Take into account human and cultural factors recognizing capabilities, perceptions and intentions of external and internal 
people that can facilitate or hinder achievement of authority’s goals.

PROCESS

 
Source: ISO Standard 31000:2009 Risk management – Principles and guidelines
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3.  EMBEDDING RISK MANAGEMENT  
AS AN ORGANIZATIONAL CULTURE 

Risk management maturity

Embedding risk management as an organiza-
tional culture is not always straightforward. 

Anecdotal experience provided by Members indi-
cates that it may take several years, and requires 
strong ongoing commitment from managers 
and staff at all levels. Risk management matu-
rity, a term often used to describe organizational 
risk management capacity and agility, can help 
administrations to continuously develop their risk 
management practices. 

Risk management maturity can be assessed in 
many different ways. It is suggested that admin-
istrations create a tailored measurement frame-
work allowing them to review and develop their 
maturity in a structured and systematic way. 
Setting up such a framework involves agreeing 
a maturity model structure, determining meas-
urement parameters and choosing tools for 
conducting the measurement.

Establishing a risk maturity model is important 
as it allows a common baseline to be established 

against which risk management practices can be 
benchmarked. Administrations should define and 
design a model that fits their unique context. Next 
sub-section provides an example of one potential 
model and Annex 3 incorporates another template 
for this purpose (APEC risk management process 
self-assessment model). 

When selecting a maturity model, administrations 
should design measurement indicators for the key 
attributes used in the model. The measurement 
process itself can be either qualitative or quanti-
tative, or can mix aspects of both. If quantitative 
measurements are used, it is important to make 
sure that adequate data is available to support 
measurement, and that the required analysis 
tools exist. 

Measurement tools depend on the indicators the 
administration wishes to use. Indicators allowing 
quantitative measurement can often be supported 
by data analysis and manipulation, including 
statistical analysis, etc. For qualitative analysis, 
tools such as interviews, questionnaires, surveys, 
audits, etc. can be used.    
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Example of a risk management 
maturity model 

The risk management maturity model displayed 
in this section (diagram  9) builds on five 
different levels of risk management maturity 
(naïve, aware, defined, managed, enabled) and 
measures maturity on several key attributes 
(culture, process, infrastructure). The following 
sub-sections briefly explain the different matu-
rity stages16 and describe some of the actions 
needed when developing organizational risk 
management capacity.

“Naïve”

At this initial stage, there is growing organiza-
tional understanding of a mismatch between 
available resources and demand. There may not 
be a clear understanding of a formal risk manage-
ment process, procedures and techniques even 
though the language and terminology may be 
known. At this point, there generally is a lack of 
a high-level mandate for risk management. This 
leads to risk being managed on an ad hoc basis 
where risk management is not applied to organi-
zational programmes and business processes in 
a systematic way. 

In order to move to the next level of risk manage-
ment maturity, a number of actions must take 

place. Some of these actions may include the 
following:

• obtaining highest organizational mandate and 
commitment to risk management;

• objectives of risk management implementa-
tion need to be established, to enable the risk 
process to be tailored and scoped accordingly;

• defining key accountabilities and risk ownership;

• adequate training and support for the key risk 
owners;

• undertaking awareness briefings to sell the 
vision of risk management and its potential 
benefits to the entire organization, from senior 
management to front-line employees. These 
awareness briefings should also include key 
stakeholders;

• nominate pilot applications for risk manage-
ment, carefully selected to maximize the chances 
of early success;

• communication of successes. Seek to develop 
momentum in the risk process and to encourage 
other projects and individuals to apply risk 
management to their areas as they see that 
clear benefits have been articulated clearly;

• planning for the long term, recognizing that 
effective implementation of risk management 

Diagram 9.  An example of a risk management maturity model

Risk Management Maturity

• Risk naïve
• Initial
• Ad-hoc
• Undefined
• Reliance on 

key people

• Risk aware
• Repeatable
• Intuitive
• Defined tasks
• Initial 

infrastructure

• Risk defined
• Standardised
• Rigorous
• Defined policies, 

processes &
appetite

•Uniformity

• Risk managed
• Embedded
• Comprehensive
• Widely adopted
• Measured
• Increased 

competency

• Risk enabled
• Optimised
• Continuous
• Integral
• Competitive 

advantage
• Core competency

Source: Netherlands Customs 2010

16. The interpretation of the model has been performed by the Secretariat. 
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will not be achieved overnight. Count the cost 
of the implementation project, and ensure 
commitment of the necessary resources before 
starting;

• building effective controls into the process from 
the outset, with breakpoints to enable progress 
to be monitored and reviewed at key intervals. 
Collect and trend appropriate metrics; and

• consider producing draft risk procedures with 
templates for key inputs and outputs.

“Aware”

At this second maturity level, the organization 
is aware of its mission, objectives and related 
risks. It knows its stakeholders and their needs. 
A high-level mandate for, and commitment to risk 
management exists. The concept and benefits of 
risk management are understood at all levels of 
the organization. Accountabilities for risks are 
defined and an initial organizational infrastruc-
ture for risk management is being developed. 
However, the overall approach to managing risk 
is still characterized by being somewhat intuitive. 

The actions for moving to the next level of risk 
maturity may include some of the following: 

• reinforcing and strengthening corporate backing 
for the implementation of the risk manage-
ment process. Strong and visible commitment 
from senior management is essential to give the 
necessary credibility;

• developing and promulgating an organizational 
policy on the use of risk management;

• formalizing the risk management process, 
with clear definition of the scope and objectives 
of risk management, as well as agreed upon 
procedures and properly selected tools;

• providing formal risk training to managers and 
staff and encouraging them to attend ongoing 
risk management training courses, confer-
ences and seminars, workshops, etc;

• allocating adequate resources to the risk 
management implementation process, with 
assignment or recruitment of sufficient staff, 
and assigned budgets for risk management 
training, risk assessment tools and other 
required risk management activities;

• selecting key projects to demonstrate the 
benefits of risk management in all areas of the 
organization’s business;

• communicating success and encouraging 
wider application of risk management in other 
areas as benefits become clear;

• ensuring managers use risk management as 
part of their routine management of projects 
and business processes. Include regular risk 
reporting as an important part of management 
reviews;

• assembling metrics from the risk process; iden-
tification of generic risks, effective responses, 
the cost of risk reduction, etc; and

• creating checklists to facilitate risk identifi-
cation and assessment processes, based on 
actual experience of risk management within 
the organization.

“Defined”

At the third level risks are well defined, and the 
risk management approach is standardized 
and rigorous. The risk management infrastruc-
ture is well established, and includes defined 
policy, procedures, accountabilities and culture. 
Operational plans including well identified risks 
and their management strategies are also defined. 
The various resources and tools for effective anal-
ysis are identified and developed, and training 
and awareness-raising on risk management take 
place continually. Operational activities are often 
supported by a specific risk management func-
tion or facilities, which guarantee uniformity in 
the application of risk management.  

The actions that assist an administration to 
progress from the third maturity level to the fourth 
may include some of the following:

• ensuring effective learning from experi-
ence. Undertaking regular reviews of the risk 
management process, with value engineering 
of the process to ensure that it remains fully 
effective;

• amending and strengthening the risk manage-
ment process where necessary, including 
investment in new tools, new methods, 
personnel training, etc;



25EMBEDDING RISK MANAGEMENT AS AN ORGANIZATIONAL CULTURE  

• investigating novel applications of the risk 
management process beyond those already 
covered. Seeking to modify and apply risk 
management to every activity within the 
organization;

• using every means possible to develop a true 
risk management culture, encouraging all 
personnel to think risk, be aware of uncertainty 
and use risk techniques to assess and manage 
potential threats; 

• ensuring that risk is included as a routine 
criterion in all decision making;

• identifying and countering incidences of 
risk fatigue, where staff are losing interest 
in the process or there is a potential loss of 
momentum. Using regular re-launch promo-
tions to renew the process, celebrating 
successes, publicizing improvement metrics, 
and rewarding effective risk management; and

• organizing regular risk management training 
to ensure that skills remain current.

“Managed”

At the fourth maturity level risks are effectively 
and efficiently managed. Risk management is 
embedded in all organizational processes. Risk 
management practices are comprehensive and a 
healthy risk management culture exists. Effective 
two-way communication about managing risk 
exists, where objectives and resources cascade 
downwards and effective feedback travels upwards. 
Risk management practices and outcomes are 
measured and monitored, and the approach is 
developed continuously.   

Moving from the fourth maturity level to the fifth 
requires: 

• ensuring continued commitment of senior 
management; 

• using audit and review techniques to keep the 
application of risk management techniques at 
the required quality and standard;

• taking full advantage of the competitive edge that 
results from proactive management of uncer-
tainty (including both risks and opportunities);

• extending risk management beyond the usual 
applications, pioneering its use in all areas of 
the business;

• continually investing in improving the risk process, 
tools, techniques, personnel skills, etc; and

• continuing involvement and consultation with 
stakeholders of the risk management process.

“Enabled”

The fourth and fifth stages are quite similar to 
each other and represent a very high maturity of 
risk management. The key difference between 
these two levels is that at the fifth maturity level, 
risks are not only managed in terms of mitigating 
negative outcomes, but also risk management 
actively seeks to exploit positive risks and oppor-
tunities. Risk management practices are optimized 
and integrated into all organizational processes, 
effectively contributing to organizational objec-
tives. High-quality intelligence and knowledge 
exists for decision making and decisions are based 
on a comprehensive understanding of risk. Risk 
management is an integral part of the daily work of 
employees at all levels of the organization.    
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4. CONCLUSION

The changing operating environment has 
affected the way Customs administrations go 

about their business. The sheer volume of cross-
border transactions, together with the new func-
tions that Customs administrations all over the 
world have been assuming, have made old oper-
ating models largely redundant and required a 
new approach. As a result Customs administra-
tions are required to achieve a reasonable and 
equitable balance between ensuring compliance 
and minimizing disruption and cost to legitimate 
trade and the public. This can be achieved increas-
ingly through the adoption of a holistic risk-based 
compliance management approach. 

Intelligence-enabled risk management is a 
crucial building block for an effective risk-based 
compliance management approach. Traditionally 
Customs risk management has been seen 
through operational selectivity/targeting prac-
tices. However, this Compendium proposes a more 
holistic compliance management approach going 
beyond selectivity and aiming at actively managing 
and improving compliance (affecting client behav-
iour) through a bundle of different strategies 
mixing incentivized voluntary and enforced meas-
ures. Through this approach administrations 
are better able to achieve sustainable compli-
ance outcomes that enable them to facilitate low 
risks and target the bulk of their scarce control 
resources towards high risks or unknown areas.  

The adoption of a risk-based compliance manage-
ment approach requires the creation of a robust 
organizational risk management framework 
which provides the foundation and organizational 
arrangements allowing individual risks to be iden-
tified, assessed and managed across the organi-
zation and empowers officers at all levels to make 

risk-based decisions in a structured and system-
atic manner. This Volume of the Compendium has 
outlined the key aspects of such a framework. 

For risk management to be effective, it needs to 
be aligned with an administration’s overall objec-
tives, corporate focus, strategic direction, oper-
ating practices and internal culture. In order to 
ensure that risk management is a consideration 
in priority setting and resource allocation, it has 
to be part of existing governance and decision-
making structures at both the operational and 
strategic levels.

The ultimate success of risk management activi-
ties often comes down to the question of how 
well risk management can be embedded as an 
organizational culture. Effective organizational 
risk management practices often will not be 
established overnight, and in fact may require 
several years and strong ongoing commitment 
from managers and staff at all levels of the 
administration.

Many of the skills and resources needed to 
manage risk effectively already exist within 
Customs. Sometimes these resources may need 
to be better organized in order to deliver a more 
structured approach to managing risks. Customs 
administrations are encouraged to monitor, 
review and assess their risk management prac-
tices and continuously develop their risk manage-
ment capacity based on the guidance outlined in 
this Volume. 

The annexes to this Volume introduce a number 
of practical tools that can be used to facilitate 
the implementation of risk management. One of 
the annexes (Annex 5) also includes case studies 
by Members, providing useful information on 
different aspects of risk management.  
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ANNEXES

ANNEX 1: RISK MANAGEMENT TECHNIQUES AND TOOLS

There are many different tools and techniques to 
assist the various steps of the risk assessment 

process. More detailed information on these tools 
can be found in ISO Standard 31010:2009 “Risk 
management – Risk assessment techniques”. 

Risk identification

Techniques

The above-mentioned ISO Standard 31010:2009 
lists the following techniques that can be used in 
the identification of risks17: 

• Brainstorming;

• The Delphi technique;

• Structured or semi-structured interviews;

• Use of check-lists;

• Primary hazard analysis;

• Hazard and Operability Studies (HAZOP);

• Hazard Analysis and Critical Control (HACCP);

• Environmental risk assessment;

• Scenario analysis;

• Structure “What if?” (SWIFT);

• Failure mode effect analysis;

• Cause-and-effect analysis;

• Human reliability analysis;

• Reliability centred maintenance;

• Consequence/probability matrix; and

• Fault tree analysis.

Instead of using only one technique, a combina-
tion of different tools should be used where appro-
priate. It is also important to combine aspects of 
qualitative and quantitative analysis in order to 
reach the best outcomes. 

Tools

As previously shown, a risk register is an essen-
tial documentation tool for risk management. The 
risk register is like an “index” of an administra-
tion’s risks, from which each functional area can 
develop its respective risk plans. The register 
should be tailored to meet the requirements 
of the organization and may be set out in many 
different ways. Three examples of risk registers 
appear below.

Example #1 of 3 RISK MANAGEMENT REGISTER: ORGANIZATIONAL ELEMENTS

The Risk Likelihood  
Rating

Consequence 
Rating

Tolerance Risk 
Priority

Risk  
Treatment

1 Strategic Management

2 Resources

3 Legal Framework

4 Customs Systems and Procedures

5 Information Technology and Com-
munication

6 External Cooperation, Communica-
tion and Partnership

7 Good Governance

17. ISO Standard 31010:2009 “Risk management – Risk assessment techniques” includes additional details on the above-mentioned techniques. 
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Risk analysis

Techniques

Various techniques and tools for the risk anal-
ysis process are recognized by ISO Standard 
31010:2009 “Risk management – Risk assessment  

 
 
 
techniques”. These tools can be categorized with 
reference to their usability for analyzing conse-
quences, likelihood or the level of risk.

Example #2of 3 RISK MANAGEMENT REGISTER: ORGANIZATIONAL PRIORITY

The Risk Likelihood  
Rating

Consequence 
Rating

Tolerance Risk  
Priority

Risk  
Treatment

1 Revenue Collection

1.1 e.g. Duty

1.2 e.g. Excise

2 National Security

3 Community Protection

3.1 e.g. Narcotics

3.2 e.g. IPR

4 Trade Facilitation

5 Collecting Trade Data

Example #3 of 3 -RISK MANAGEMENT REGISTER: ORGANIZATIONAL STRUCTURE

The Risk Likelihood  
Rating

Consequence 
Rating

Tolerance Risk  
Priority

Risk  
Treatment

1 Head Office / Corporate

e.g. Personnel

e.g. Legislation

e.g. Finance

2 Maritime

e.g. Wharf / Port offices

e.g. Sea Cargo

e.g. Sea Passengers / Crew

e.g. Vessels

3 Aviation

e.g. Airports

e.g. Air Cargo

e.g. Air Passengers / Crew

e.g. Aircraft

4 Land

e.g. Border control points

e.g. Conveyances
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Box 2: Risk analysis techniques

Technique Consequence Likelihood Level of risk

Bayesian statistics and Bayes nets ✓

Bow tie analysis ✓ ✓

Cause-and-consequence analysis ✓ ✓

Cause-and-effect analysis ✓

Consequence/probability matrix ✓ ✓ ✓

Cost/benefit analysis ✓

Decision tree ✓ ✓

Environmental risk assessment ✓ ✓ ✓

Event tree analysis ✓

Failure mode effect analysis ✓ ✓ ✓

Fault tree analysis ✓

FN curves ✓ ✓

Hazard Analysis and Critical Control (HACCP) ✓

Hazard and Operability Studies (HAZOP) ✓

Human reliability analysis ✓ ✓ ✓

Layer protection analysis ✓

Markov analysis ✓

Multi-criteria decision analysis ✓ ✓

Reliability centered maintenance ✓ ✓

Risk Indices ✓ ✓

Root cause analysis ✓ ✓

Scenario analysis ✓

Structure “What if?” (SWIFT) ✓ ✓ ✓
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Tools

The previous chapter presented some simple 3x3 
examples of consequence and likelihood matrices. 

The following tables provide additional examples 
of 5x5 scales and their attributes. 

EXAMPLE OF A 5x5 LIKELIHOOD SCALE

Example of Qualitative 
Measure Examples of Quantitative Measures Other 

Measures

Almost 
Certain

The event is expected to 
occur in most circumstances 

Once per 
week or more 
frequently

10 chances a 
year

> 1 in 10 9 to 10 times 
out of 10 
occurrences

If these 
scales do 
not match 
your cir-
cumstance, 
then you 
should de-
velop your 
own scale

Likely The event will probably occur 
in most circumstances

On average 
once per 
month

Once a year 
or more

1 in 
10-100

7 to 8 times 
out of 10 
occurrences

Possible The event might occur at 
some time

On average 
once per year

Once in ten 
chances a 
year

1 in 100 – 
1,000

4 to 6 times 
out of 10 
occurrences

Unlikely The event is not expected to 
occur in most circumstances

Typically once 
every ten years

One in 100 
chances a 
year

1 in 1,000 – 
10,000

2 to 3 times 
out of 10 
occurrences

Rare The event may occur only in 
exceptional circumstances 

Typically once 
every hundred 
years

One in 1,000 
chances a 
year

1 in 
10,000 – 
100,000

0 to 1 times 
out of 10 
occurrences

New Zealand Customs Service Example of A 5x5 LIKELIHOOD scale

Rating How likely Description / Example *

5
Almost 
Certain

• Definite probability, or
• No Controls, or
•  Has happened in the past and no compensating controls have been implemented, or 

Without additional controls the event is expected to occur in most circumstances, or
• Has happened within the last 3 months

4 Likely
• The event will probably occur in most circumstances, or
• Weak Controls e.g. Limited QAPs, no internal audits performed, or
• With existing controls in place this event will probably still occur with some certainty, or
• Has happened in the last 6 months

3 Possible

• The event should occur in some circumstances, or
• Minimal controls, e.g. Some QAPs, some internal audits performed, or
•  The event has occurred in other customs agencies with similar levels of controls in place,  

i.e. substandard control assurance, or
• Has happened in the last 12 months

2 Unlikely

•  The event could occur in some circumstances, however more likely through human error  
for not following the control environment, or

• Effective Controls in place, e.g. Timely QAPs, internal & external audits, or
• The event hasn’t occurred in Customs recently but it could occur in some circumstances, or
• Has happened in the last 2 years

1 Rare

•  The event may occur in some exceptional circumstances, i.e. deliberate fraud / attack outside 
of existing deterrents, or from activity beyond the control of Customs actions, or

•  Strong Controls. Despite effective controls an external event or uncontrollable event could 
occur, or

•  Improbable:  A very small chance of an event occurring that would be caused by stressed eco-
nomic, market and operating conditions or events not previously seen in similar agencies, or

• Has not happened in the last 3 years 
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Risk evaluation and prioritization

Techniques

There are a number of risk analysis models in 
business literature for use when evaluating and 
prioritizing tolerance for risk. These include:

• Threat analysis;

• SWOT analysis (Strengths, Weaknesses, Oppor-
tunities, Threats);

• Fault tree analysis;

• FMEA (Failure Mode & Effect Analysis);

• BPEST (Business, Political, Economic, Social, 
Technological) analysis;

• PESTLE (Political Economic Social Technical 
Legal Environmental);

• Dependency modeling and Real Option 
Modeling; and

• Statistical Modelling.

Tools

Risk criteria are terms of reference against 
which the significance of a risk is evaluated. They 
are defined when establishing the context for the 
risk management process, and before risk iden-
tification takes place. Risk criteria often take the 
form of a risk significance or tolerance matrix. 
It is important to note here that risk criteria 

EXAMPLE OF A 5x5 CONSEQUENCE SCALE

SEVERITY OF RISK

Risk* Insignificant Minor Moderate Major Severe

Cargo/  
Passengers

Rare for passenger 
clearance targets 
not to be met. Few 
clients are affected 
by delays.
Air and sea cargo 
delays are causing 
insignificant finan-
cial and community 
impact.

Passenger clear-
ance targets some-
times not met.
Air and sea cargo 
delays are causing 
minor financial and 
community impact.

Passenger clear-
ance delays are 
occurring, causing 
moderate disrup-
tion to the client.
Air and sea cargo 
delays are causing 
moderate financial 
and community 
impact.

Passenger clear-
ance delays are 
occurring, causing 
major disruption to 
the client.
Air and sea cargo 
delays are causing 
major financial and 
community impact.

Passenger clearance 
delays are occurring, 
causing severe dis-
ruption to the client.
Air and sea cargo 
delays are causing 
severe financial and 
community impact.

Border  
Enforcement

Rare for non-
compliers to avoid 
detection and 
action. 
This applies 
particularly for 
serious offences 
under Customs Act 
and other agency’s 
legislation enforced 
by Customs.

Unlikely that non-
compliers will 
avoid detection and 
action. 
This applies 
particularly for 
serious offences 
under Customs Act 
and other agency’s 
legislation enforced 
by Customs.

Possible that 
non-compliers will 
avoid detection and 
action.
This applies 
particularly for 
serious offences 
under Customs Act 
and other agency’s 
legislation enforced 
by Customs.

Highly likely that 
non-compliers will 
avoid detection and 
action.  
This applies 
particularly for 
serious offences 
under Customs Act 
and other agency’s 
legislation enforced 
by Customs.

Almost certain that 
non-compliers will 
avoid detection 
and action.  This 
applies particularly 
for serious offences 
under Customs Act 
and other agency’s 
legislation enforced 
by Customs. 

Revenue 
collection

Collections against 
revenue forecast 
are under target 
and it could be jus-
tified by statistical 
error.

Collections against 
revenue forecast 
are under target 
but only by a small 
amount.

Collections against 
revenue forecast 
are under target, 
and the shortfall 
is not linked to 
general economic 
conditions.

Collections against 
revenue forecast 
are unexpectedly  
and/or significantly 
under target.  The 
shortfall can-
not be linked to 
general economic 
conditions.  An 
explanation may be 
required for Parlia-
ment and Govern-
ment.

Collections against 
revenue forecast are 
unexpectedly and/or 
significantly under 
target.  The shortfall 
cannot be linked to 
general economic 
conditions.  It is pos-
sible that Parliament 
and/or Govern-
ment will initiate 
an enquiry into the 
shortfall.
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must be based on organizational objectives, and 
the external and internal context. They can be 
derived from standards, laws, policies and other 

requirements. The following diagram presents a 
potential example of a 5x5 risk tolerance/signifi-
cance matrix. 

EXAMPLES OF A 5x5 RISK TOLERANCE MATRIX

Minimal
1

Minor
2

Moderate
3

Major
4

Severe
5

Almost Certain 
5 5 10 15 20 25

Likely 
4 4 8 12 16 20

Possible
3 3 6 9 12 15

Unlikely
2 2 4 6 8 10

Rare
1 1 2 3 4 5

Minimal Minor Moderate Major Severe

Almost Certain MEDIUM HIGH HIGH EXTREME EXTREME

Likely LOW MEDIUM HIGH EXTREME EXTREME

Possible LOW MEDIUM MEDIUM HIGH HIGH

Unlikely LOW LOW MEDIUM MEDIUM HIGH

Rare LOW LOW LOW LOW MEDIUM



37A N N E X E S



38 A N N E X E S

ANNEX 2: COMPLIANCE MEASUREMENT

Overview

For any risk management process to be successful 
and effective, it will have to be constantly moni-
tored and evaluated. One method for this is the 
use of compliance measurement. “Compliance 
measurement” is a phrase used when statistically 
valid random sampling techniques are employed 
to determine the degree to which traders, carriers, 
imported goods, etc. conform to Customs rules 
and procedures. When designed in a systematic 
and appropriate manner, compliance measure-
ment methodologies provide objective and statis-
tically valid results. Compliance measurement 
can be used as a diagnostic tool to identify areas 
of non-compliance.

Compliance measurement as a diagnostic tool 
for Customs administrations should be used 
in conjunction with risk assessment, profiling 
and other targeting procedures. Used strategi-
cally, compliance measurement and targeting 
can provide the necessary balance to help 
focus resources effectively in areas of concern 
to Customs. In addition, the results of initial 
compliance measurements can provide impor-
tant information to enhance risk assessment 
methodologies.

A compliance management programme also 
provides a basis for Customs to assess its own 
performance in revenue protection and enforce-
ment of laws, improve its efficiency and effec-
tiveness, and develop strategies to improve 
compliance.

Compliance Measurement Areas

One approach to compliance measurement is 
to consider that in some countries or economic 
unions, as few as 10% of traders account for 
over 80% of imports and exports. By focusing 
on the top 5-10% of these highest volume 
manufacturers, importers, exporters and 
commodities, Customs can ensure that those 
which have the most significant impact on the 
national economy are being reviewed more  
effectively.

Compliance measurement areas may include:

Documentary issues:

• proper tariff classification by traders;

• proper valuation by traders; and

• country of origin.

Procedural issues:

• importation and exportation (from the goods 
declaration through revenue collection);

• transit operations; and

• warehousing, free trade zones, processing.

Revenue issues:

• timely and accurate revenue payments; and

• proper posting of securities.

Transport issues:

• accurate reporting of the quantity of goods;

• accurate description of goods on the manifest 
and/or transport document;

• accuracy of container quantities and identifica-
tion numbers; and

• transporter compliance.

Specific concerns:

• compliance by tariff number or range of tariff 
numbers;

• public health and safety issues;

• Intellectual property rights and copyright 
issues;

• compliance with trade agreements;

• proper country of origin marking on goods;

• high revenue commodities; and

• selected traders.

Measurement Process

Customs gathers data from a variety of sources, 
both internal and external, and by both manual 
and automated means. With the data (import 
and export records), the tools (statistical anal-
ysis) and the methodology (systematic analysis 
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of large traders or commodities), Customs can 
arrive at reasonable, informed conclusions about 
the compliance rates of many entities. These 
rates can be determined for each step of a trans-
action process, e.g. for imports, from the mani-
fest to the goods declaration to the collection 
of duty and taxes. The automated systems that 
Customs uses to evaluate high-risk shipments 
can support the compliance review require-
ments for a scientific approach to accurate data 
collection and analysis and projections, although 
compliance rates can also be measured effec-
tively without automation.

Customs should determine a designated universe 
of transactions and, using a statistically valid 
sampling methodology, select specific transac-
tions or entities from this universe for review 
or verification. Depending upon the results, the 
universe may be modified in many ways. 

Customs must also determine what level of 
compliance is acceptable. For example, a compli-
ance rate of 95% of the transactions or entities 
reviewed in a given area may be the acceptable 
level for an administration. This may also be 
called the level of tolerance.

Some of the transaction processes for compliance 
verifications would be :

• goods declaration compliance;

• trader compliance;

• transit compliance;

• free trade zone or warehouse compliance;

• manifest and transport document compliance ; and

• transporter compliance.

Below are a few factors that should be considered 
during a verification review for a selected example 
of these processes.

Goods Declaration Compliance

a) Is there evidence of documentation to support 
an accurate goods declaration?

b) Do the quantities declared match what is 
contained in the consignment?

c) Does the declared country of origin match the 
country of origin marking on the goods?

d) Does the declared description of the goods 
match the actual goods?

Thus, a typical compliance measurement review 
relating to intellectual property rights for a 
selected commodity, at a tolerance level of 95%, 
might progress as follows :

a) Conduct a statistically valid random sampling 
of goods declarations for the selected HS 
number.

b) If the resulting compliance rate is less than 
95%, conduct another measurement of the 
same HS number, but stratified by selected 
countries of origin.

c) For countries of origin found to have a compli-
ance rate of less than 95%, conduct a meas-
urement for each of the major importers.

d) For importers found to have a compliance rate 
of less than 95%, Customs should seek to:

• inform the importer (“informed compliance”);

• establish profiles/targets for the identified 
areas of non-compliance;

• conduct subsequent measurements to ensure 
that the importer has corrected the problem;

• conduct more reviews and/or examinations; 
and

• issue fines or penalties, if appropriate, in cases 
of continued non-compliance.

Use of Compliance Measurement Results 
within the Control Programme

Statistically valid compliance measurement 
procedures can be used in various ways, e.g. to:

• define any revenue gap;

• prevent widespread commercial fraud;

• assess performance by major key industries;

• assess performance by major importers and 
exporters;

• increase commercial compliance; and

• accurately measure international trade.

The results of these measurements can help 
direct resources effectively. In determining 
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compliance rates for individual importers, those 
found to have high compliance rates may have 
their goods examined less frequently, while those 
having low compliance rates may have their goods 
examined more frequently.

The findings of compliance reviews for commodi-
ties, traders and industries provide information 
for updating existing selectivity criteria used 

to target high-risk transactions, as well as for 
the overall effectiveness of an administration’s 
risk management programme. In addition, they 
contribute significantly towards determining 
trends and issues relating to specific industry 
sectors and should result in focused, up-to-the-
minute analytical information being available to 
assist Customs officers in their daily activities.
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ANNEX 3: APEC RISK MANAGEMENT PROCESS SELF-ASSESSMENT

Box 3 outlines and explains the APEC Risk 
Management Process Self-Assessment model.

Box 3: APEC Risk Management Process Self-Assessment

Purpose/
Context/Scope

Risk 
Management 

Concept
Data Analysis Employee 

Investment

INTEGRATION Our stakeholders 
are advocates of 
our service

Risk 
management 
effectively 
contributes to 
organisational 
outcomes

High quality data 
is available for 
decision making

Decisions 
are based on 
comprehensive 
understanding of 
the risk

Risk 
management is 
integral to daily 
work

Continuous 
communication 
with stakeholders 
is maintained and 
the organisation 
expresses a 
willingness to 
consider change

Results are 
measured 
and reviewed 
to promote 
continuous 
improvement and 
informed decision 
making

Best practices 
are shared and 
incorporated

Best practices 
of analysis are 
shared and 
incorporated

Review and 
update role and 
competencies 
of employees 
against work
Identify gaps in 
skill sets and 
address

ADAPTATION We constantly 
review changes 
to our context 
and adapt our 
processes to our 
stakeholders 
requirements 
where 
appropriate

Risk 
management is 
a theme in other 
management 
activities and 
processes

Data reflects 
changing 
requirements

Analysis 
methods adapt 
to meet changing 
requirements

Updated skill sets 
reflect changing 
organisational 
needs

Communication 
with stakeholders
Monitor context
Continuously 
review current 
processes

Review other 
management 
activities and 
processes to 
ensure risk 
management 
is integrated 
i.e., project 
management 
strategic and 
corporate 
planning, 
resource 
allocation

Review data 
requirements 
in response 
to changes in 
context

Review analytical 
effectiveness 
and make 
adjustments as 
appropriate

Monitor context
Continuously 
review processes
Consider process 
revisions
Train employees 
as appropriate
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Purpose/
Context/Scope

Risk 
Management 

Concept
Data Analysis Employee 

 Investment

FOCUS We determine 
the processes 
that could be 
changed and the 
consequential 
risk to the 
mission and 
goals of Customs

Specific elements 
of the risk 
management 
infrastructure are 
refocused

Data is aligned 
with specific 
needs

Mechanisms 
to determine 
likelihood, 
severity and 
consequences of 
risk are in place

Operational 
activities are 
supported by 
employees with 
appropriate skill 
sets

Set service 
delivery 
standards and 
publicise 
Gap analysis of 
stakeholders 
needs and 
Customs internal 
processes 
Performance 
perception 
analysed and 
documented

Evaluate and 
improve the 
effectiveness 
of policies, 
procedures and 
training
Risk 
management 
is a theme in 
operational 
planning

Identify gaps and 
additional data 
required
Modify data 
requirements

Procure training 
and tools
Consider 
what support 
requirements 
are needed 
i.e., reporting, 
dissemination, 
lines of 
communication, 
etc.
Place staff as 
appropriate

Build employee 
skills as 
appropriate i.e., 
training
Assign employees 
to suitable works

REALISATION Stakeholder 
perception 
expectations of 
our performance 
is evaluated 
against  Customs 
current missions 
and goals

The risk 
management 
infrastructure  is 
established  i.e., 
policy procedures 
and training

The worth of the 
data  in therms 
of relevance 
timeliness and 
integrity is known 

Tools and skills 
required  for 
analysis are 
identified 

Employee skill 
levels  against 
competencies  
and gaps are 
known

Stakeholders are 
surveyed 
Focus groups are 
formed
Feedback 
consultations are 
sought 

Policy  and 
procedures are 
developed and 
disseminated 
Training and 
promotional 
strategies are 
developed 
Operational 
plans that should 
incorporate risk 
management are 
identified

Collect analyse 
and evaluate data

Assessment 
of current 
internal tools 
skills, elements 
and abilities is 
conducted
Identify 
competencies for 
analysts 
Undertake gap 
analysis 

Develop 
competencies
Conduct 
employee skills 
audit 
Identify gaps and 
create solutions 
to address  
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Purpose/
Context/Scope

Risk 
Management 

Concept
Data Analysis Employee  

Investment

AWARENESS Stakeholders 
are known and 
their needs are 
explored 
We understand 
Customs current 
missions an 
goals

Risk 
management 
process is 
understood

Data needs and 
sources are 
known

An analytical 
process is 
understood

Employees 
are aware of 
the concepts, 
methodology, 
principies and 
benefits of the 
risk management
Employees 
are aware that 
change will occur, 
is necessary and 
the extent of that 
change

Brainstorming  
of group of 
managers 
to identify  
stakeholders 
Identify what 
their might be
Customs 
missions and 
goals identified 
and stated

Research and 
adopt risk 
management 
methodology 
Risk 
management 
process is 
promoted

Brain storming 
to indentify 
data needs and 
sources within 
the context, goals 
objectives and 
measures

Research 
an adopt an 
analytical process

Awareness 
training and 
communication 
strategy is 
developed and 
delivered
High level 
commitment  is 
demonstred

Starting Point  We recognize we 
have an internal 
and external 
stakeholders 
and have an 
assumption of 
theis needs

The need for risk 
management 
concept is 
recognized

Need for 
information is 
recognised

The need o 
assess of 
evaluate data/ 
information and 
the benefits are 
recognized

The need to 
raise employee 
awareness is 
recognised 



44 A N N E X E S

Instructions for Use

The purpose of this matrix is to assist an economy 
to determine through self-assessment, the 
current status of their organization in terms of risk 
management. By charting the current position of 
your economy, the matrix will assist in helping to 
identify the next steps to refining or building your 
risk management process. The subject areas 
of Purpose/Context/Scope, Risk Management 
Concept, Data, Analysis, and Employee Investment 
are individually assessed based on the following 
stages: Starting Point, Awareness, Realization, 
Focus, Adaptation and Integration. Your economy 
will investigate the subject areas and after gath-
ering data, will determine at what stage in that 
subject area you are. While dependent on each 
other in practice, the subject areas should be 
assessed independently and not against each 
other. It is therefore realistic to be in a Focus stage 
in reference to your Data subject area, and be at 
the Starting Point in your Employee Investment 
subject area. There is no right or wrong answer 
to this assessment. The purpose is to help your 
economy see where it currently is, and assist you 
in advancing your current position.

To properly use this tool, look at the definition in 
the Starting Point stage for the first subject area 
Purpose/Context/Scope, and assess whether 
you have reached this point based on the defi-
nition. If you have, then review the definition in 
the Awareness Stage. If you have reached this 
stage, look at the definition in the Realization 

stage and assess your organization. If you have 
reached this stage, then review the definition 
against your current position in the Focus stage. 
Continue reviewing the definitions in relation to 
the current status of your organization until you 
reach the Integration stage. If at any point before 
reaching the Integration stage, you find the defi-
nition that best describes your organization, you 
have determined your current position. Make a 
notation indicating the stage where your organi-
zation fits. It is highly unlikely (although possible) 
that organizations may be at the Integration stage 
when first conducting this exercise. Once you have 
determined and recorded where your organiza-
tion is relative to all subject areas, you are ready 
to determine and review what it will take to get to 
the next level, and the feasibility of that venture.

The grey shaded areas may provide your economy 
with examples of the actions or activities and tools 
that may assist in progressing through the matrix. 
This is not to say that other actions, activities or 
tools specific to your economy cannot be used or 
developed, as it is only intended to provide some 
useful options that you can consider. The actions 
and activities that are identified as appropriate to 
help the organization to move to the next level in 
the matrix will form the basis of your risk manage-
ment implementation plan.

It would be helpful to review this matrix and 
conduct this same assessment at various inter-
vals of time to reassess progress, refocus goals, 
and improve your Risk Management Process.
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ANNEX 4: RISK ASSESSMENT/TARGETING CENTRES

There is an increasing trend towards the estab-
lishment of specific risk management func-

tions that focus on building a closer interface 
between the traditional roles of intelligence and 
front-line operations. In some countries, this 
function has taken the form of a national risk 
assessment/targeting centre. 

There are different organizational models for 
operating a risk assessment/targeting centre. 
Models depend on organizational roles, struc-
tures, activities and functions. They may be 
centralized, decentralized or a mixture of the two. 
Often this is also influenced by the ICT capabili-
ties of the organization. There is no “one size fits 
all” organizational model for establishing such a 
centre. The following activities seem to be typical 
of the centres currently in existence:

• manage selectivity and targeting criteria;

• manage risk analysis related IT systems and 
assist with their development;

• provide 24/7/365 tactical analysis and coordi-
nation capacity to front-line operations;

• assist with planning & resource deployment;

• act as a hub for risk related information 
exchange; and

• provide a platform for stakeholder and Coordi-
nated Border Management (CBM) cooperation.

Selectivity and targeting

Risk assessment and targeting centres carry out 
analytical functions and develop selectivity and 
targeting criteria relating to activities such as 
vetting commercial transactions, revenue assur-
ance, fraud and other illegal activities, profiling 
of travellers, enforcing prohibitions and restric-
tions, and cultural heritage protection. In some 
cases these centres serve as a nexus for gathering 
information from a wide variety of sources (public 
domain and law enforcement), both internal and 
external to Customs. Most often they use auto-
mated analysis and trade-based research tools 
(importation trends, common traits, profiles, past 
violations, passenger data, etc.) to conduct these 
activities in conjunction with existing Intelligence 

products. The outcome of the analysis leads to 
the development of risk profiles and examina-
tion criteria, enabling Customs to identify those 
transactions most likely to be non-compliant in 
a dynamic manner, thus enabling more effective 
resource planning and deployment responses to 
situations presenting the highest risks. 

The centres contribute to the management of 
the selectivity system and can enter criteria into 
electronic and/or manual systems. While most 
often managed centrally, this function will gener-
ally include selectivity and targeting criteria 
derived from national systems and regional or 
local experience. This ensures that national risk 
management goals and objectives are met and 
that local knowledge and experience enrich the 
process. The centres analyze the resultant “hits”, 
collect, and store information from front-line 
interventions, which in turn enables the contin-
uous refinement and development of the selec-
tion and targeting criteria in conjunction with 
intelligence units. 

Information systems and their development

As mentioned above, risk assessment and 
targeting centres often have a role in managing 
electronic risk analysis systems and inserting the 
risk rules, profiles and statistically valid random 
selection criteria. Their tasks can also include 
keeping the system and its content relevant. 

Operational support

Centres tend to operate on a 24/7/365 basis and 
support front-line operational activity by providing 
additional tactical analysis capacity. They bring 
added value to the front line by providing analysis 
capacity to operational inquiries originating in 
realtime from business operations such as goods 
inspection, passenger inspection, transport and 
vessel search and investigations activities. The 
centres can also provide support to resource plan-
ning and deployment, particularly in dynamic situ-
ations where mobile units may be dispatched to 
address risks or to bolster static resources where 
they are deemed insufficient to deal with a high-
risk situation. 
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Information coordination and exchange hubs

Risk assessment and targeting centres often facil-
itate information exchange on risk related issues, 
both nationally and internationally. Operating as a 
central hub they can be used to coordinate infor-
mation exchange on risk related issues between 
Customs and other governmental agencies, 
between Customs and the private sector, and 
between Customs administrations internationally 
where the legal authority exists for this.

Stakeholder cooperation and a vehicle  
for better coordinated border management 

These centres cooperate closely with both 
internal and external stakeholders. They have 
also provided Customs administrations with an 

excellent vehicle for strengthening inter-agency 
cooperation on managing cross-border risks. In 
many cases Customs have invited other border 
agencies (national and/or international) to join in, 
and work in the centres. This has enabled better 
planning, coordination and response actions, 
contributing towards more efficient and cost-
effective delivery of whole-of-government border 
management goals. A major feature of such an 
approach is the fact that even though Customs 
administrations physically host these centres, 
each participating organization retains its agency-
specific mission, role and identity. This encour-
ages wider buy-in to the concept and enables 
governments to achieve a “many parts, one view” 
approach without destabilization of wider institu-
tional and agency arrangements.
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ANNEX 5: CASE STUDIES BY MEMBERS

Argentina

“Risk management in the Argentina Customs”

Background

In order to control the foreign trade transactions, 
the National Executive Power, through Decree 
No. 898/2005, decided to create the General 
Sub-Directorate of Customs Control, inside the 
CUSTOMS GENERAL DIRECTORATE.

The Argentina Customs, through Regulation AFIP 
No. 36/06, dated on January 18, 2006, included on 
its organizational structure the Risk Management 
Directorate, which depends on the General 
Sub-Directorate of Customs Control.

To comply with the tasks assigned to the Customs 
General Directorate and to control the interna-
tional movement of goods, the powers of the 
different areas were adapted, thus favoring the 
centralization of the strategic information and the 
decentralization of the strategic control operation.

According to the new methods of international 
trade and to the national security risks that 
suppose the smuggling, the trade mark fraud, the 
international terrorism and the drug trafficking, 
the Customs control outline was redesigned, 
thus centralizing the strategic definitions and the 
intelligence applicable to said control through the 
creation of risk profiles for the different foreign 
trade operators.

Aspects of the Risk Management  
in the Argentina Customs 

The techniques used for the risk management are 
useful for the fight against the counterfeiting and 
to secure and facilitate the exchanges of informa-
tion and good practices.

The risk analysis processes, the use of computer-
ized procedures that permit the analysis of a large 
amount of information and the use of harmonized 
criteria to control the goods and the economic 
operators, are the basis of an effective control that 
does not affect the legitimate international trade 
and that minimizes the risks for the citizens.

The main responsibility of the Risk Management 
Directorate is to create strategic politics for 
the Customs control, to collect and analyze the 
information to define the risk profiles and to 
coordinate the activities in which the Customs 
General Directorate has to act with other 
organizations.

The Directorate is formed by two Departments: 
Selectivity and Strategic Management of Valuation. 
Their tasks area the following:

• to plan and propose criteria to define the risk 
profiles of the operations, destinations, opera-
tors and foreign trade auxiliaries and to eval-
uate the results; and

• to create control and analysis criteria for the 
valuation of the goods. Said criteria will be 
used on the selectivity procedure.

These actions are conducted within the frame-
work of the World Customs Organization, which 
establishes the rules for the system for risk 
analysis: “The Customs Administrations must 
apply a computerized system to analyze the 
risks and to identify the goods that can be of 
high risk”.

Even though the adoption of the Revised Kyoto 
Convention is still pending at the Parliament, 
the Customs perform the tasks according to the 
Guidelines on Customs Control, as set forth in 
the General Annex of Chapter VI of the RKC.

Finally, the agency also takes into account what 
is set forth in the ISO Standard 31000:2009 for the 
successful risk management. The Standard is a 
practical document that is intended to help the 
public and private organizations, advising them 
to develop, apply and improve a risk manage-
ment framework as a fundamental part of their 
management system.

Tasks 

This system includes a mechanism to validate the 
risk analysis, to adopt strategic decisions and to 
identify “good practices” to produce a change in 
the way in which the selectivity is managed.
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This change is based on the following pillars: 

• definition of the general and uniform criteria;

• measurement of the results;

• increase of the risk perception; and

• joint work of the operational areas and other 
control agencies.

Advantages

• to guarantee a better use of resources;

• to increase incomes;

• to improve compliance;

• to increase the risk perception in relation to 
operations and operators;

• to reduce clearance times;

• to decrease logistics costs; and

• to enhance cooperation among operators, 
control agencies and Customs.

Jamaica

“From traditional to risk-based control approach”

The Jamaica Customs Department is imple-
menting proactive risk management. The table 
below compares the Department’s previous 
Customs controls with its current approach and 
includes some lessons learned. 

Previous approach Risk-based approach

100% examinations 
conducted

Focus on high-risk areas, 
with minimal intervention  
in low-risk areas
Increased focus on  
post-transaction 
compliance assessment
Balance between  
regulatory control and  
trade facilitation

Lack of coordination 
and structure within 
operating environment – 
“fragmented”

Strategic and holistic 
approach
Centralised risk 
management coordination

Focus on identifying non-
compliance

Focus on identifying both 
compliance and non-
compliance
Focus on assessing the 
integrity of trader systems 
and procedures

Previous approach Risk-based approach

Lack of formal feedback 
mechanism, limited 
incentives for compliance

Consultative, cooperative 
approach
Rewards for recognized 
compliant traders
Dual enforcement/client 
service focus

Unilateral approach & 
inflexible procedures

Simplification of procedures 
with appeal mechanisms

Limited automation & IT 
integration

Information management 
focus
Pre-arrival import 
clearance
Greater integration of 
systems
Intelligence driven

Lessons learned throughout the implementation 
experience were: 

• risk management requires a structured 
communication network for the exchange of 
information both within Jamaica Customs 
Department and with stakeholders and clients;

• staff awareness about risk management and 
change in organizational culture is vital; 

• a formal process for evaluating and monitoring 
risk management solutions is paramount; and

• there are direct and indirect impacts on trade, 
such as reduced processing times and lower 
transaction costs. 

Future work will include:

• client education; 

• legislative amendments;

• operational changes;

• resource re-allocation; and 

• technology and technical support.

Japan

“Example of benefits of risk management”

The following graph shows the transition in the 
volume of main services and the number of officials 
in Japan Customs. While the workload has been 
increasing, the number of officials has remained at 
the same level, which shows that operational effi-
ciency has been improved. Better resource allocation 
through the enhancement of the risk management 
approach greatly contributes to this achievement.
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Kenya 

“Organization of the risk management function”

The following diagram shows the organization of 
risk management functions in the Kenya Customs 

Department. A Risk Management Steering 
Committee deals with organizational risks and 
priorities, whereas a National Targeting Centre 
has been established to support operational risk 
assessment, profiling and targeting practices.  
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Korea 

“Integrated Risk Management System” 

Overview

Risk management based on information and 
communication technology is essential for coping 
with challenges from cross-border transactions. 
The Korea Customs Service (KCS) selects and 
inspects high-risk passengers, goods and trans-
portation based on the results of risk analysis. 
The KCS has traditionally conducted risk analysis 
for post- audit on illegal transactions and tax 
evasion cases, and also established a Customs 
Data Warehouse (CDW) in 2002.

The CDW collected data not just from Customs 
divisions but from other government agencies 
such as the Ministry of Justice, National Tax 
Service, Ministry of Foreign Affairs & Trade, and 
Ministry of Land, Transport and Maritime Affairs.

From 2008 the KCS started to establish an 
Integrated Risk Management System (IRM) with a 
range of functions: 

• automatic integration and segmentation of data;

• providing customized information (e.g. high, 
mid and field level); 

• circulating information and screening criteria; and

• articulating risk factors using complex target 
selection indicators.

Integrated Risk Management System
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IRM cycle

• step 1: initial screening on prior data & post 
records; 

• step 2: analysis using auto filtering, monitoring;

• step 3: selectivity using simulation and multi-
layered factors; and

• step 4: re-evaluate results of risk treatment.

Expected benefits from the IRM system:

• producing comprehensive information with an 
enhanced reconciliation function;

• real-time data management and reducing 
time lag;

• focus shifted from correction of mistakes to 
prevention;

• assisting divisions with their decision making; 
and

• possible efficiencies in organizational integration. 
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A way forward

Developing IRM is a continuing process with a 
focus on intelligence integration. Building on the 
successful IRM system, the KCS plans to estab-
lish a “National Targeting Council (NTC, tenta-
tive name)” for more effective and efficient risk 
management. Effective risk management requires 
close cooperation among related entities, including 
border agencies and other countries. The combi-
nation of NTC and technology-intensive informa-
tion management will improve targeting capability, 
leading to an increase in revenue collection.

Mauritius

“Using Risk Assessment and profiling to select for 
examination of textile fabrics having undergone 

some working such as hemming or formation of 
necklines.”

A consignment declared as fabrics was selected 
for physical examination. It was observed that 
this consignment consisted of curtain fabrics with 
scalloping edges.  The fabrics were declared as 
textile piece goods under HS code 5515.1900.

Fabrics having undergone some workings such as 
hemming or formation of necklines  are classifi-
able under HS code 6307.9090 according to note 7 
to Section X1 of the Harmonized Commodity 
Coding and Description System.

Fabrics attract 0% duty and 0% VAT at importation 
under Chapters 50 t0 56 but fabrics having under-
gone some workings such as hemming or forma-
tion of necklines are classifiable under HS code 
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6307.9090 for which there is no duty but attract 
VAT at 15% at importation.

An offence report was filed for wrong classifica-
tion of fabrics with scalloping edges. Feedback 
was received from the seizing office at Risk 
Management Section and used as intelligence for 
targeting.

Data was retrieved from the Customs import 
database on importers of fabrics. A list of 
importers of fabrics was compiled and analyzed 
and it was observed that all consignments were 
declared as fabrics. The declaration was quite 
misleading to the extent that the description was 
not complete to enable the proper classifica-
tion. A survey was carried out by officers of Risk 
Management Section to identify/gather informa-
tion on importers/retailers of curtain fabrics with 
scalloping edges.

A list of retailers by trading name and selling 
curtain fabrics was identified and matched against 
the list of importers registered at Customs. 
The importers who matched the above list were 
targeted for physical examination through selec-
tivity. The assistance of the Income Tax and VAT 
Departments was also sought to identify other 
importers of curtain fabrics by their trade names 
and matched against their registration numbers at 
Customs. An additional list of importers of curtain 
fabrics was thus obtained and the consignments 
of these importers were targeted for physical 
examination through selectivity. 

3 cases of wrong classification were observed and 
Offence Reports filed accordingly. Other importers 
of these types of fabrics are now being targeted 
taking into consideration the seasonability of the 
import of such products.

United States

“Risk-based, layered approach to supply chain 
security”

The United States Customs and Border Protection 
(CBP) has adopted a risk-based layered approach 
to supply chain security. The methodology has 

evolved over several years into a comprehensive 
strategy that enhances security across all poten-
tial transit vectors that is more efficient and cost 
effective than alternative approaches that focus 
exclusively on a single layer of defense. CBP 
is working to detect, prevent or deter attacks 
against, or the exploitation of, the supply chain 
by utilizing technologies where appropriate, but 
is also relying on layers of non sensor based 
programmes across air, land and maritime path-
ways. Some of these additional layers include:

• advanced electronic information under the 
24-hour rule – enhanced by the 10+2 importer 
security filing requirements;

• screening all shipment information by inter-
facing with import and enforcement systems 
using the automated targeting system (ATS) 
and national targeting center;

• authorized economic operator partnerships 
with industry and the private sector, such as 
C-TPAT;

• partnerships with foreign governments such 
as the container security initiative and secure 
freight initiative;

• partnerships with other U.S. government 
agencies such as the Transportation Security 
Administration on air cargo security; and

• use of non-intrusive inspection technology and 
mandatory exams for all high-risk shipments.

The objective of this layered approach is to 
integrate these measures into intersecting 
processes, thereby allowing CBP to receive, 
process and act upon commercial and security 
information in a timely manner. This disciplined 
and highly systemized approach enables the 
accurate targeting of suspect shipments without 
hindering the movement of commerce upon 
arrival in US ports. The discrete layers provide 
defense in depth for the various segments of the 
supply chain, ensuring that cargo and associated 
information is regularly assessed and that secu-
rity does not rely on any single point that could be 
compromised.




