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1. Standard Operating Procedure (SOP) Title

This Standard Operating Procedure (SOP) will be officially titled: “Internal Audit Procedure —
20207,

2.  Scope

The provisions and associated anpexes contained within this SOP apply to internal audits in all
areas of the Customs Authority (CA).

The Unit of Internal Audit and Ethics {UAIE), was established by Article 11 (3e) of Decree Law 2f
2020, Organic Structure of the Customs Authority. In addition, Article 17 of DL2/ 2020, sets out
the responsibilities of the UAIE, such as monitg ring and evaluating CA's administrative structure;
training of CA's employees: administration of CA's human, material and financial resources:
compliance with legal provisions of CA's internal regulations and instructions ; and rasearch and
implementation of internal quality standards.

This S0P is designed to support key functions of the UAIE in accordance DL 2/2020. Specifically,
this SOP will help internal auditors of UAIE to check ‘compliance with legal provisians of CaA's
Internal regulations and instructions. |n addition, in Decree Law 28/ 2019, Organic Structure of
the Ministry of Finance (MOF], Article 39, defines the responsibilities of the Office of Inspector
General (hergin abbroviated ta the Portuguese acronym GIG). The GIG s the central service of
MOF responsible for internal audis and inspection actions in all areas under the portfolio
responsibility of MOF, including the CA, Therefore, the UAIE will conduct its activities in a manner
that supports and aligns with the Functions of GIG,

Following implementation of this S0P, a further SOP may be developed to support UAIE in its
ather core functions as defined in Article 17 of DL2/ 2020. In addition, it is likely that this SOP,
will 3im to incorporate more advanced Internal Audit International standards.

i Authorization

This SOP is issued by the Commissioner of the Customs Autherity, in accordance with the
following provisions of the Customs Organic Law, Decree Law 2/2020:

a} Article 9, Customs Authority Com missioner, paragraph (1<) allows the Commissioner to:
“approve the administrative rules and/for instructions necessary for the operation of
the Customs Authority, including the application of Customs legislation”;
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%+ Hesponsibilities, Working Definitions and Audit Guiding Principles

In the intemational context, Internal audit is cansidered an important appraisal function that
brings a systematic evidence-based approach to assessing and improving the effectivenass of
risk management strategies and practices, management control frameworks, systems and
practices, and governance processes within an administration,

The Werld Customs Organization Revised Arusha Declaration concerning Good Govern ance and
Integrity In Customs, lists ten principles for an effective national Customs integrity program. The
sixth principle, “Audit and Investigation”, states that the prevention and centrel of corruption in
Customs can be assisted by the implementation of an array of appropriate monitoring and
tantrol mechanisms, such as the wse of internal audit.

4.1 & of Unit Audit and

In accordance with Article 17 of DL2/ 2020, the Unit of Internal Audit and Ethics [UAIE),
supports the Commissloner In carrying out its monitoring and svaluatian functions n
relation to:

a] CA's administrative structu re;
b] Thetraining of CA's employees;
el The administration of CA’s human, material and financial resources;

d] Compliance with the legal provisions applicable to CA and internal regulations and
instructions; and

e} The research and implementation of internal quality stardards.

4.2 Definjtions

For the purposes of this S0P, the fellowing working definitions will be adopted and

utilized:

Internal audit: The review and examination of records and activities, undertaken
by the organisation itself, usually on a regular basis, to assess the
adegquacy of system tontrols, 1o ensure comphiance with
established policies and operational procedures, and to
recommend necessary changes in controls, policies, or
procedures,

internal auditor: {Adapted from Article 17 of DL2/ 2020). A Customns Authority

employee who is assigned to perform duties in the Unit of lnternal
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Control:
Lustoms control;
Frayd:

Audit and Ethics (UAIE), In accordance with the Customs Organic
Law and Civil Service Commission (C5C) rules and regulations.

A set of interrelated or interacting activities which transforms
Inputs into autputs.

A specified way to Carry out an activity or a process.

Any activity conducted by the Customs Authority, in a specific way,
for the purposes of perfarming its missions.

Any measure applied to 3 process activity to ensure compliance
with regulatory requirements and/ or internal directives,

The actions and set of measures applied by Customs to ensyre
compliance with Customs legislation or other legislation of Timor-
Leste governing the import, export, transit, transhipment and
warehousing of goods moving between Timor-Leste and ethar
countries or territories, and the movement of foreign goods,
passengers and luggage in Timor-Leste {Customs Code Decree Law
14/2017, Article 3h).

Any person wha, with intent to obtain unlawful gain for him or
herself or a third party, by means of error or deceit syer acts he
or she has cunningly commitied, and thus leads another person
to act in such a manner that causes property loss te said persan
or any third party, is punishable with up to 2 years imprisonment
or a fire (Timor-Leste Penal Code, Article 266).

4.3 dit Guiding Prl

The following are the gulding principles that CA Internal auditors should observe, as a
minimum, when undertaking UAIE activities,

1} Internal auditors must conduct activities in accordance with relevant national laws
and regulzstions. For example, Article 39 of DL28/ 2019, MOF's Office of Inspector
General, which can be found at Annex 1

2] Internal Audits will be generally conducted by the WAIE in accordance with their
Annual Audit Plan, as approved by the Commissioner.
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3)

4}

s)

&l

7]

8)

Requests to undertake audits of approved Standard Operating Procedures (S0Ps)
can also be initiated by a National Director or Unit Director, by completing the “audit
Reguest Form” at Annex 2.

Where appropriate and necessary to da 50, spot checks can also be undertaken at
the direction of the LUAIE or the Commissioner. Further information is provided at
Section 5.

When undertaking UAIF related activities, staff must utilize the report tamplate
titled, “Internal Audit Checklist and Report”, which s available at Annex 3.

When undertaking UAIE related activities, staff must follow the procecs identified at
Section 12, and summarized within the process diagram which is availzble at Annex
4,

In the evant that fraud, eriminallty or any other act contrary to law may be
suspected, the UAIE will report it as soon as practicable to the Customs Authority
Commissioner and include evidence to suppart the claim. In doing so, the UAIE will
complete the "UAIE Referral to the Commissioner” report template, which i
available at Annex 5.

All staff engaged upon UAIE relatad activities must;

2] Remain completaly impartial, and have no direct operational responsibility or
authority over any of the activities audited,

b) Exhibit the highest level of professional objectivity in gathering, evaluating,
and communicating infermation about the activity or process being examined.

cl Make a balanced assesement of all the relevant dreumstanees and not be
unduly influenced by their own interests or by others in forming judgments.

2. Tasking and Requests for Internal Audits

Internal audits conducted by the UIAE can be generated in any of the following ways:

a}
b)
c)
d)

e)

At the direction of the Director of LIAE;

As part of any approved Internal Audit Annual Plan;

At the direction of the Commissioner;

Following a formal request from a Mational Director or Unit Director; and

Following a formal request of assistance from MOF GIG.
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Spot checks, which refate to a single specific issue but not amounting to a full internal audit, may
be conducted:

al Atthe direction of the Director of UVIAE; and

bl  Atthe direction of the Commissioner.

&.  Objectives of this SOP

The objective of this SOP is to provide clear instructions on:
a)  Who is responsibie for applying the provisions contained within this SOP;
b} Processes that must he followed;
cl Use of approved standard templates; and

d]  Minimizing opportunities for procedural abuse or malfeasance,

7 When this Procedure Applies

The provisions and associated annexes contained within this sop apply to all CA employeas.

8. Applicable Legislation
The following legislation is applicable to UIAE activities:

a) Article 3 of DL2S 2020, Material Tasks, paragraph (2c) requires the Customs
Authority to “exarcise customs supervision over people and goods, carrying out
control actions, namely verification, retail, inspection, audits and reviews of persons
with a view to guaranteeing the application of custams regulations and fiscal™:

b} Artide 11 of DL2/ 2020, Organic Structure of the Customs Authority, paragraph [3e)
establishes the Unit of Internal Audit and Ethics (UAIE);

c] Article 17 (1) of DL2/ 2020, UMIE, mandates that the unit is responsible for the
“development of Customs Authority Inspection and audit actions”™; and

d] Article 39 of DL2B/ 2018, establishes the Office of Inspector General in the Ministry
of Finance.

9 Procedure Owner

The owner of this procedure is the Director of UAIE, who will be responsible for-
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a] The implementation and standardized application of all the provisions in this SOP, in
all relevant Customs areas nationally and regional border posts:

bl Ensuring that all officers have access to a written copy of this SOP;

c) Ensuring that all relevant officers receive appropriate training in the content of this
SOP at the relevant level:

d} Taking corrective measures in case the provisions contained within this S0P are not
followed strictly as described; and

) FProposing to the Commissioner, any changes or amendments to this SOP when
operational circumstances so demand.

10. Changes

Any changes to this SOP, and any asseciated annexes. must be approved and signed by the
Lommissioner prior to coming into force, Once approved, the updated S0P must be circulsted
to employees prior to any changes taking effect.

11. Enforcing this SOP
All amployees shall apply and enforce this procedure, as per the following laws:
a) Organic Structure of the Customs Authority, Decree Law 2/ 2020:
b) Customs Code, Decree Law 14/ 2017;
€] Public Service Statute, Law No. 8/ 2004, Article 40 {2¢); and
d} Public Service Statute, Law No. 8/ 2004, Article 43,

12. Process

When UAE staff conduct internal audits of approved standard operating procedures (50Ps),
they will be required to apply and adhere to the following four steps:

1. Planthe Audit:
2. Conduct the Audit:
3.  Prepare Audit Report: and

4.  Moniter Implementation.

For ease of reference, a process model which summarizes these steps is available at Annex 4.
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These steps are expanded upon further below:

1. Plan Audit
a) Ifthe audit has been initiated by the Director of LIAIE, at his or her own discretion,

b)

d)

Gl

or as part of internal audits included In the UIAE Annual Plan, then proceed to
tasks indicated in points (1e] and (11) below, and then proceed to steps 2, 3 and
4,

UAIE recelves a formal request from a Naticnal Director or Unit Director. All
requests must be completed using the *Audit Request Ferm” (identified at Annex
2),

UAIE reviews the request and can seek further information befare approving or
not approving the audit request.

If the request is approved, the Director of UAIE formally approves the request and
then delegates an internal auditor to prepare to conduct the audit and confirming
the date of audit with relevant National Director or Unit Director, A copy of the
signed request s given to the National D irector or Unit Director.

The Director of UAIE gives a topy of the approved S0P to be audited to the
internal auditor, as well as any other relevant material to enable the auditor to
conduct the internal awdit.

The internal auditor reads the audi request form, the “Audit Checklist and
Report” [identified at Annax 3, the approved sop being audited, and if
applicable, associated supparting annex’s, legislation and guidelines.

The assigned internal auditor will infarm the relevant National Director or Unit
Director, of the nature, scope and proposed dates for the internal audit to be
conducted in his/ her area of respansibility.

2. Conduct Audit

a)

b)

Using the “Audit Checklist and Report” template, the internal auditor conducts
interviews with the National Directar or Unit Director, who is the Process owner
of the approved sop.

The internal auditor also conducts Interviews with other process actors to get a
haolistic understanding of the work area and implementation of the s0p,
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4.

£

d)

The auditor must also conduct a walk through the different process steps of the
approved process to verify if the SOP Is being completely followed. The auditor
must make notations of this and collect any statistical data that Is available.

The internal auditor must go through sach step outlined in the audit checklist and
respond to each checklist guestion, with a ¥es ar no answer. Where the answer
is @ no, the auditor must clearly describe the reason for non-compliance.

Prepare Report

a)

b}

cl

d}

&)

b)

All steps of the "Audit Checklist and Report” (identified at Annex 3), must be
completed,

Where necessary, the internal auditor can seek further clarification from the
relevant National Director or Unit Director, where the audit occurred,

It is important the internal auditor makes specific and detailed recommendations
on what is needed to improve the SOP or the implementation of the SOP in the
work area, and set specific dates for when the changes must be made.
Recommendations on potential process improvements must be agread to by the
process owner {Responsible National Directar or Unit Director).

If non-compliance is determined d uring the audit, the internal auditor must make
specific recommendations to rectify the non-compliant issue(s) and cet clear
dates for when changes must be made. if necessary, the internal auditor can
speak with the process owner to negotiate an agreed date for when changes must
be made.

The Internal auditor submits the audit report for review and approval by the
Director of UAIE,

A final copy of the audit repart must be given to the process owner of the SOP
being audited, and a summary of the audit results and recommendations must be
inchuded in the monthly audit report of the Commissioner.,

rl entation

Where process recommendations have been made to address non-compliance
with the S0P, the internal auditor must schedule a follow up review to check that
dgreed changes have beon complied with in the SOF or the work area.

The internal auditor must return to the work area to observe whether changes
have been made and what Impact the changes have had to the work area. Any
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c)

1)

progress made will be recorded in the *Audit Checklist and Report” (identified at
Annex 3).

In manitoring changes, the internal auditor wiil interview the process owner and
Process actors to seek their apinions about what positive impact it has had to the
work area, If any negative Iimpact is identified, the internal auditar must take on
board the feedback and make recommendations to address the praoblems.

In instances where audit recommendations are not implemented, without valid
|ustification, the UAIE must prepare an Exception report to the Commissioner,
explaining the circumstances of the audit, the steps undertaken and the actionys)
the Commissioner can take to resolve the issue(s),

The Director of the UAIE is respansible for providing regular audit updates to the
Commissioner. Thesa periodic audit reports, among other things, should focus on
the Internal Annual Audit Plan and RPrOgress made towards implementation of the
audit plan,
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By wvirtue of Article 9 {1c) of Decree Law 2/2020 that allows the Com missioner to: “opprove
the administrative rules and/or instructions necessary for the operotion of the Customs
Authority, including the application of Customs legisiation”, | heraby:

al Approve this Standard Operating Procedure (SOP) titled, “Internal Aud it
Procedure - 20207

b) Direct that this SOP be communicated to all relevant CA employees. and far ail
CA employees to implement, apply and enforce all parts of this S0P as
deseribed; and

¢| Direct that this 50P shall come Into effect the day after the signed date below.

0 F
. “ I “- ‘-f 1 |r
Signed on tlll.({{* Lo TR ———— -1 ¥ ,........'.,,'.:I.‘.‘:u'..,........:f.- 2020
.-- e : , -'l II
P L Lf o l‘_ —
y \ M .
|II-|_-|-||||.-—-|-r||.ia ..::':...-ﬂl..'._.',::.-......_-.--.-.......-..._
lose Abilig
Acting Commissioner
Customs Authority {official Customs seal)
Timor-Leste
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v.1 {version one]

14.1

Amendments
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Annex 1:  Organic Structure of Ministry of Finance (Decree Law 28/ 2019)

Article 35, Office of Inspector General (GIG)

5

The Office of the Inspactor General, abbreviated by GIG, It Is the central service of the
Ministry of Finance (MOF) responsible for internal audits and inspections in | legally
dependent organic units of MOF, at any functional and hierarchical level and in any
activities they carry out.

The GIG is responsible for:

4] Conducting internal audits, inspections or supervisions within the scope of the
MOF or other institutions regarding the respective financial management and
patrimonial:

b) Carrying out inspection activities for specific purposes, according to the
Minister's guidelines:

¢l Report to the Minister the resuits of the activities of 2udit orinspection provided
for in a) and b) above; and

d} Perform any other tasks that may be required assigned by law, regulation or
arder,

The GIG is Chalrad by an Inspector General, who Is equivalent to a Director General
for all legal purposes, recruited under the terms of Leadership and Management
positions of Public Administration and directly reporting to the Minister of Finance.

The Inspector General is assisted by two Sub-inspactor Generals, equivalent to
National Directors, for all legal effects, recruited under the terms of the career regime
directing and leading the Public Administration and directly subordinate to the
Inspector General,
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Annex 2:  Internal Audit Request Form

Background
|
Submitted By; Position:
Audlt Locatlon: Wark Arpa
S0P Title and Mumbar: Proposed Date(s):

Reason for Internal audit

Please describe the recson why you would ke fo fequest on owdit of the approved 508,

Audit Limitations

| Placse gescribe ony potentiol known probiems the auditor map encowster when conducting the audit,

Audit Objectives

What are the ablectives of the oudit? These shomd be listed by leve! af importonce.

Submitted for Approval
Marmg: Fositian;
Sigratisre: Date:
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Assessment by UEIA

| have assessed this raquest and:
Agree with the propossd audit request |
Disagree with the proposed audit request O
(record reasans below)
Reazan(s):
Mama: ] Parition
Signature: Date:
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Annex 3:

Internal Audit Checklist and Report

BACKROUND

Mama of Audior

Position:

Mame of Supervisor

Position:

Process Belng Audited:
inchide tithe of process ond number)

Date of Audit:

LOCATION OF ALDIT

Matlanal Directorate or Unit:

Name of Departmant:

MName of Section:

Name of Supervisor:

Customs Authority — Internal Audit Procedure — 2020
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Using this Checklist and Report

This checklist is designed to assist internal auditers in reviewing Customs processes in a systeratic and
methodical way. The focus is to establish and record on the checklist whether a process js baing
performed in sccordance with its approved Standard Operating Procedure (SOP), and ta identify any
deviation from approved procedure.

The audit findings ars recorded simply 2s “YES® or “NO* regarding compliance, with the internal auditor
abile to record details of non-compliance to the process implementation or performance.

At the end of this checklist, the intemnal auditor must report on the audit findings, including corrective
actions to be taken, and if required, SUggEst pracess improvements. In this connection, corrective actians
are mandatory activities to help bring the process into compliance with the SOP; and suggested
improvements are not mandatory activities, but the process owner should consider in order ta improve
@ particular part of the approved S0P,

Compliance Guideline
Finding Deflnition/impact " Action/Mitigation
Compliant means adherence with the Continise to monitor
requiremeants of the approved Standard periodically. Ensure that
Operating Procedure (S0P). Minor deviatian minor deviation practices
practices, not affecting the averall process are corrécted promptly.
objectives, may be accepted anly if the process
owner has identified a corrective measure, or an
Improvement, and is making efforts to
implemeant it,
Non-compliant means issues have been Investigate causes of non-
identified, which result in deviation from the compliance, and
NOY approved SOP, ranging from partial recommend immediste

Implementation to ignorance of the S0P, likely | corrective action. Re-awdit
ta result in the process not being performed in | in 4 weeks to verify

(NORN-

COMPLIANT) accordance with the Customs law, or specific correction,
management directives,
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Section1: Process Implementation

The purpose of these questions is to assist the auditor determine whether the dpproved S0P has been

effectively communicated and im plemented in the refevant work area,

1

Complies
¥ Audit Question Reasons for Non-Compliance
YES | ND

L | isthe SOP defined and documented? 0| g

s the process awner identified in the S0P and 2 O
2. | actively supporting its implarmentation in the work

areay

Have Lustoms officers been given a hardcopy of the O O
3. | 5OF and associated forms, or de officers have accoss

toan electronie worsion?

Was training, workshop or information session = .|
4. | provided by the process owner and/ or the Customs

Training Departrment belore implementatian of S087
. Is the SOP being used and followed in the work O |

" | environment?
6. | Doemployees undertake all the stens in the SOP? 11| O
7 Are documents (S0P apd Forms) understood by [ a
- | those whe need to use them?

ks there a cear and simple narrative in 508, which ] m|
8. | describes accurately the setions to be takan by

Customs offfoers?

Does the S0P halp Custams officers bo do thelr job O O

better?
4,

Note, Auditor will need to review ond meke

DhTErvETH,
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Section 2: Process Resources

The purpase of these questions is to assist the auditor delermine whether adequate rasaurces (for

example, personnel, tra Ining, and equipment)

of the SOP.

have been allocated to support effective implementation

Question

Complies

YES

MO

Reasons for Nan-Compliance

Has the process swner allopsted respurces g
Support Custorns officers in implementing the S0P7

(Resources may dnclude acoess to relevant s,
forms, tempiates; relevant Eraining or information
Fessions for Custams officers before implementation
of S0P elecation of computer. to name g Jew)

o

0

3

Was the training, workshap or information sesslon,
sufficient to squip Customs officers with the
knowledge and tocls to Implement the SOP?

IFapplicable, was training in the use of new software
af equipment provided before implementation of
the S0P}

If applicable, did the training of new software or
equiprment help the Customs officers to understand
their role and help them to implement the SOP?

15 the work area clean and safe?

Are employees motivated and encouraged b make
suggestions for process impravement, and what
additional resources are needed to help them in
their job?
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Section 3: Process Monitoring

The purpose of these questions is to assist the auditor determine whether the process owner has taken
necessary action to moniter the implementation of the SOP, and whers necessary, made adjustmants.

: Complies
[ Question | Reasons for Non-Compliance
YEE | NO

1. | Isthe effectiveness of the SOP regudarly monitared, EI -
and whan necessary, action taken to update the
s0p>

2. | Bafore the SOP Is updated, & it sent 1o DG for | O
corsideration and approval?

3. | When updates are made to SOP, are they O O
communicated 1o Customs efficers before changes
take effect in the work area?

4. | s sameone in the work area assigned to monitorthe | O O
process and report to the process owner if changes
are raquired? If 5o, who i it?

3- | Areaceurate records of process manitoring 2 |a
maintained by the process owner?

B. | I3 precess status communicated ragularly Lo O O
management and Customs officers invehved in the
B OCEsAT

e

1. | It apphcable, has the process owner provided the O O

required reports to the DG as defined in the S0P7
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Section4: Process Improvement

The purpose of these questions is to assist the auditor determine If the process owner and
Customs officers are committed to Improving the 50P to ensure it accurately reflects the realities
of the work area.

' Complies
# Question | Reasons for Non-Compliance
¥ES | NO
1 Whera improvement is needed, tan the procass 1 0
@wner demonstrate how proposed improverments
o the process can be mada?

Nate: if ro improvement (s required, auditer doss
not nésd to mark the *¥es or "No® colurmr

2 If applicable, are accurate records kept af process | 0
problems and actions taken to determine the need
far corractive/ preventive action?

3. | f applicable, where corractive/ prevantive action | i
has been approved and Imiplemented, have these
ction(s] been effective?

4 | Are Custems officers encouraged (o be invelved in ol 0o
Identifying improvements in the work area and
s0p?
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Section 5: Data Collected

This section only needs completad by the auditor if the S0P being audited imvolves looking at
declsrations (DAUS).

& DAL information to be collacted Total

1 | Number of DALIs Registered on day of audit.

Z Number of DALS documeantary checked [CREP) on day of audit.

3. Number of DAUs physically exarmined on day of audit

a. Mumber of DAL's actually reloased on day of audit.

B Auditor may add more datm as needad.
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Section 6: Summary of Audit Findings

The following sections, report on the audit findings, including corrective action to be taken and
timeframes; and suggestions for improvemnent to particular parts of the approved SOp.

6.1:

List of Items Non-Compilant with Checklist

¥ Non-Compliance Details Reason(s) for Non-Compllance

Rectification Date

L

10

11

1

Customs Authority — Internal Audit Procedurs - 2020
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6.2: Corrective Action

Corrective action been
#  Corrective Action uired Reguired by
. taken/ Not taken

11

12,
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6.3: Opportunities for Improvement

Implema '
¥  Recommendation for Improvements ST Implementation Date
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Section 7: Audit Approval

Internal Audit Completion and Approval

Custome Autharity - internal Audit Procedura = 2020

Undertaken by: | Signatura: Date:
Suparvisar's Mame: Signature: Date:
Audit Approved: YES a NO
Commants:

(ff na, please expioin

your reasans)




Monitor

Prepare

Annex 4: Process Model Diagram
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Annex5: UAIE Referral to the Commissioner

Background

Ragquastor Narme; Position:

Audit Date: Audit Locathon:

There are reasanabie grounds to suspect that cne or more of the following may have occurred:
FRaUD [J SMUGGLING [0 CORRUFPTION [ ABUSEOFPOSTION O QOTHER [

Nature of the Activity

Describe the nature of the activity, Frowvide specific exompips.,

Suspect(s)

Whe do you suspect moy be imolved? Frovide nemes where ovaliobie,

Location(s)

in witich locationis) was this activity eammitted? Provide place names or addresses whers avaliobir,

Datefs)

When did this octivity eecur? Provide exact dotes if voilzhie,

Methodology

Raw was the activily undertaken? Provids fpecific exgmples,
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28




Request Approved by UAIE Director and Submitted

Mame; Pagithan:

Elgnature: Date:

Commissioner's Assessment

| have read the report and any associated informatian anid:

Agres with the assessment |
Disagree with the assessment O
frecord reasons befow]

Reason(s):

Description of Further Action to be Taken;

Commissioner's Approval

Mame: [ Fesition:

Sgnature: J Date;
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